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Abstract systems. These trends are combining to fundamentally raise

the overheads of data management, requiring users to track

We consider the problem of ensuring high data availabil- data replicas across multiple logical systems, each oftwhic
ity in federated content sharing systems. Ideally, suctsa sy may span numerous heterogeneous devices.
tem would provide high data availability in a device trans- In this paper, we consider the problem of automatic data
parent manner so that users are not faced with the time- replication and placementin an infrastructural layer sagh
consuming and error-prone task of managing data replicas a federated file system that can be used as a unifying sharing
across the constituent devices of the system. We proposgiechanism. Specifically, suppose we have a content shar-
a novel unified availability model and a decentralized repli  ing community comprised of groups of personal devices be-
cation algorithm to approximate this ideal. Our availabjli longing to specific users and servers providing communal
model addresses three different concerns: availability du resources—an environmentthat is quite common to today’s
ing connected operation (online), availability during dis enterprise systems as well as many peer-to-peer networks.
connected operation (offline), and availability after pasm  Ideally, we would replicate content across these devices so
nent disconnection from the federated system (ownership)that any shared content would be accessible from any de-
Our replication algorithm centers around the intuition tha  vice at anytime with high probability, regardless of the de-
devices should selfishly use their local storage to ensure of vice’'s connection status at the time of an access. This de-
fline and ownership availability for their individual owreer ~ vice and connection transparency allows users to avoid the
Excess storage, however, is used communally to ensure higheed to reason about the placement of data replicas on spe-
online availability for all shared content. Evaluation aofia  cific devices. In addition, if a user becomes permanently
implementation shows that our algorithm rapidly reaches disconnected from the communityhe should still be able
stable and communally desirable configurations when thereto access any content in a snapshot of the system from his
is sufficient space. Consistent with the fact that devices in personal devices with high probability. This latter reguir
federated system are owned by different users, however, agnent removes the need for users to hoard content external
space becomes highly constrained, the system approachet® the federated system to ensure availability in case df suc
a non-cooperative configuration where devices only hoard a permanent disconnection.
content to serve their individual owners’ needs. The above ideal situation is, of course, impossible to
achieve. We instead propose the following intuitive 3-
part availability model to approximate the ideal: each user
should be able to (1) access any file from any device con-
nected to the federated system with high probability—this
part corresponds to the traditional definition of availabil

Increasingly, users are accessing their computing envi-ity, which we will call online availability, (2) access files
ronments from multiple personal devices such as PDAs,within a working setfrom any device within a set gfer-
laptops, and PCs. Users often maintain significant state onsonaldevices when operating in disconnected mode with
each of these devices to increase responsiveness during comnigh probability—we call thioffline availability, and (3)
nected operation as well as for availability during discon- access files that lkevnsfrom his personal devices with high
nected (orlow-bandwidth) operation. Simultaneously, eom IPermanent disconnection can arise for a number of reasmhsging

plex .Sharing patterns are driving users to share data throqg catastrophic failure of the federated system, dissolutiothe federation,
multiple logical systems such as Web-based, CVS, and fileand the user simply leaving the federation permanently.

1. Introduction




probability, even if he becomes permanently disconnectedcently accessed by many users, typically does not need to
from the community—we call thiswnership availability be replicated for online availability. On the other hand, as

Our model departs from the ideal model in two ways. content becomes cold, the algorithm will ensure that suf-
First, during disconnected operation, the user is limited t ficient replicas remain in the system to maintain a target
Working from one of his persona' devices and can On'y ac- online aVa|Iab|I|ty level. AISO, all key replication demss
cess files local to that device. With high probability, these are made autonomously by individual devices using only
local files will include his working set. This deviation is @ small amount of loosely synchronized global state—this
both reasonable and intuitive given that users do typically @utonomy is important because devices in a federated sys-
constrain disconnected operation to their personal device tem may join and leave the online system unpredictably and
rather than arbitrary devices in the federated system. Fur-may have low online availability (e.g., laptops that arenft
ther, when operating in disconnected mode, the user is lim-turned off). Devices can also arbitrarily leave the system
ited to the resources available on his local device and thusPermanently.
cannot expect to have access to all shared content. Having Our replication algorithm is based on previous work as
a well-defined working set automatically placed on his per- described in [5]. We have extended this previous work sig-
sonal devices should go a long way toward meeting a user’snificantly, however, to support the above unified avail&pili
need for disconnected operation with minimal data manage-model, to support changes to the subset of shared content
ment overheads [11]. The second deviation occurs when ahat is hoarded local to each device, to loosely coordinate
user becomes permanently disconnected from the commuthe actions of multiple devices belonging to a single user,
nity. In this case, his devices may only contain the subset ofand to accommodate mutable shared content.

files that he owns, rather than a snapshot of the entire sys- we have also implemented the replication algorithm in

tem. Again, this difference is reasonable and intuitiveegiv. 5 prototype federated file system called Wayfinder [15].
the finite resources of a user’s device set and the fact that th Wayfinder is a file system designed to provide a unified

user is un"kely to be interested in the content of the entire data view over a federation of devices. One of the crit-

federated system. ical abstraction that Wayfinder exports is a dynamically
The core contributions of this paper, in addition to the constructed global namespace that is uniformly accessible
availability model itself, is then the design (Section B); i across connected and disconnected operation. As such, it

plementation (Section 3), and evaluation (Section 4) of a provides a perfect hosting infrastructural layer for oylire
replication algorithm to support this availability mod&éhe cation algorithm. Coupling our replication algorithm with
key intuition behind our replication algorithm is that des$ a global namespace removes the need for users to reason
belonging to a user should prioritize offline and ownership about the placement of replicas for both locating data and
availability for that user over online availability for tikem- ensuring data availability. The burden of data manage-
munity. This is because the primary use of a personal de-ment for each user is thus reduced to reasoning about what
vice is to store content that the user cares about; i.e., con-availability properties he desires for specific portionhef

tent in the user’s working set, which he will likely access global namespace. Note that the latter is an already exist-
in the near future, and content that the user owns, which heing and necessary part of participating in a federated syste
would want in the case of permanent disconnection. How- unless the user’s devices have sufficient resources to hoard
ever, it is beneficial for devices to collaborate to maintain all shared content.

high online availability for all shared content becauss thi We evaluate the above implementation using a micro-
allows all users to find new content of interest to them as benchmark as well as a macro-benchmark derived from
We" as easy access to content that they ha.Ve not used iriraces of a wiki web. The macro-benchmark is particu_
a long time. Thus, in our algorithm, devices selfishly use |arly relevant because wikis are designed to allow commu-
their local storage to store files in their owners’workinglan nijties of users to collaboratively maintain shared setseif w
ownership sets (a user's ownership set is the set of all filespages. While wikis are extremely useful tools for collabo-
owned by that user). However, excess storage across theation, they force users to explicitly partition their dée:
federated system is used to collaboratively ensure high on+ween their local file systems and the wiki systems. Further,
line availability for all shared content. Server-like dee$  ysers are forced to learn and use the wikis’ specific tools for
that do not belong to any single user can also be added to theiting, search, and file management. In contrast, when us-
system to ensure that sufficient communal storage is avail-ing Wayfinder, the web pages can be maintained as a shared
able to maintain high online availability. file system that is a natural part of each user’s normal file
Critically, our replication algorithm explicitly consid- system namespace. Users can use their standard everyday
ers the impact of the selfish hoarding actions of individ- tools to manipulate these files. Further, a user can access
ual devices on the online availability of shared content. these files from any of their personal devices without hav-
This means thaliot content, i.e., content that has been re- ing to worry about managing replicas. Finally, the pages



can still be served in the Web browsing format by having a {f|3(u, f, OffA t),wheret > the currenttimé then de-

vanilla Web server serving the appropriate content. fines u's working set at any point in time while the set
Our evaluation shows that the algorithm achieves our de-{ f|3(u, f, OwnA} definesu’s ownership set. As shall

sign goals. In particular, the algorithm rapidly reaches st be seen in Section 3.2, in an implementatitag inheri-

ble and communally desirable configurations when theretance e.g., tagging a directory in a federated file system and

is sufficient space. Consistent with the fact that devices specifying that files and subdirectories inside that doBct

in a federated system are owned by different users, how-should inherit the tags, arautomatic system tagging.g.,

ever, as space becomes constrained, the system approachastomatic tagging of files recently accessed by a user for

non-cooperative configurations where devices only hoardhigh offline availability, makes this tagging scheme practi

content to serve their individual owners’ needs. We also cal.

show that the algorithm imposes very modest processing We also assume that: (1) for each useDS, contains

and communication overheads. at least 1 device that is online most of the time—that is,
this device has high online availability with respect to the
2. Replication Algorithm federated system; (2) given a fife each device can inex-

pensively determine the latest versionfond the approx-
imate location of all replicas of as well as all replicas of
a specific version off; (3) each device can inexpensively
track the online availability of all other devices in the éed
ated system; and (4) deviceslxy, can inexpensively track
WS, andOwn,. In Section 3, we will show how these as-
sumptions can be supported in an actual system.

As already mentioned, the basic idea behind our algo-
rithmis for personal devices belonging to a uséo collab-
orate among themselves to maintain offline and ownership
availability for u’s working set and ownership set, respec-
tively, and for all devices in the federated system to callab
rate to maintain the online availability of all shared cantte
Toward this goal, devices belonging to a usexould: (1)
hoard replicas of files im’s working and ownership sets,
and (2) push replicas of files owned lythroughout the

system to achieve a target online availability leefs- replicate each file i©Own, in the Pspace of at least one de-

suming that each file is owned by at least one user, then thE{/ice inDS,; (2) replicate each file iRVS, in the Pspace of
push component of our algorithm serves to maintain online all devices,inDSL' and (3) replicate each file i®wn, in

a}/f?llabllltﬁforall f||(:]§. How?vt()allr.,tbecause (?.ewces F')Im?'t the Cspace of devices throughout the system as needed to
offline and ownership availability over online availalyl achieve a communal online availability targ&A-. The

_the t";‘ffg.et (tJnIme ava|tlab|l|ty is only Tlcl:r;ev?bnle V\_/hen él;er first component ensures that the user will have at least one
IS sullicient excess storage space. In the foflowing su SeC'copy of each file that he owns in the case of permanent dis-
tions, we first introduce some notations and several impor-

ant " We then d ibe the algorithm in detail connection. The second component ensures that the user
antassumptions. We then describe the algonthm in detail. \ i have access to his working set during disconnected op-

eration, regardless of which personal device he is using. Fi
nally, the last component ensures online availability for a
shared content when there is sufficient space.

To simplify the implementation of the above strategy,
we introduce the notion ofhampiondevices. Each user
u must designate at least obampiondevice C,, from
DS,—typically the per-user highly available device as-
sumed above. ldeally, also has plentiful storage and
processing capacity. The role@f, is then to maintain own-

2.2. Replication

The replication strategy for each useiis then to: (1)

2.1. Terminology and Assumptions

With respect to notation, I&V/S, denote the working set
of a usen:;, Own, denoteu’s ownership set, anBS, be the
set of all personal devices belonging:to Also, let us di-
vide the local storage of each device into two logical region
called personal spacéPspace), which is used to achieve
offine and ownership availability for the device’s owner,
andcommunal spactEspace), which is used to achieve the grshin availability foru and to shoulder's: portion of en-
communal online availability. _ _ suring online availability for all shared content. (Notath

_ To support the availability model introduced in Sec- \hile we describe the algorithm as if there is a single cham-
tion 1, we assume that up to two tags can be associ-yion per user, each user can in fact have multiple champi-
ated with each filef for each usen: (1) (u, f, OffA 1), ons without introducing added complexity.) The remainder

specifying thatu wants high offline availability forf un- ¢ the devices irDS, are only concerned with maintaining
til the expiration timet, and (2) (u, f, OwnA), indicating offline availability foru.

that v wants high ownership availability fof. The set

SNote that it is possible for multiple users to own the same fiie

2Although we talk about replicatingdiles because files are a well-  our context, ownership only means that the owner wants a cbfhe file
understood content encapsulating abstraction, our egjait algorithm to guard against permanent disconnection and not that hartyaspecial
should be applicable to arbitrary data objects. rights to the file compared to other users.




Further assume for the moment th@; has sufficient
capacity to store all files i©@wn,. Then,C, would moni-
tor Own, and download any new member of this set to its
Pspace. If its local storage is full, it will evict enough §le
from its Cspace to accommodate the new file. Eviction is
described in Section 2.3 belo@,, would also periodically,
say everyl',. time units, randomly select a fijefrom Own,
with lower online availability thadT OA- and push a replica
of f to arandomly selected peer that does not yet sfore

Simultaneously, each non-champion devicBf, mon-
itors WS, and downloads any new member of this set to its
Pspace. If its local storage is full, then the device willogvi

enough files from its Cspace to accommodate the new file.
If WS, becomes larger than the device’s local storage ca-

pacity, then files inVS, are evicted in order of expiration
time, nearest to furthest in the future.

If C, cannot hold all files irDwn,, then it must ask one
or more peer devices iBS, to hold some of the files (in
their Pspaces) on its behalf. This is a “golden” copy with re-

vice deterministically evicts the most over-replicateddjl
however, then multiple devices running the same algorithm
autonomously may simultaneously victimize the same set
of files, leading to drastic changes in the files’ availayilit
Thus, we instead use a weighted random selection process,
where files with higher availability have higher chances of
being selected for eviction.

This availability-conscious eviction policy can be imple-
mented as follows. Periodically, each device computes the
average number of nines in the availability of all files in its
Cspace. If a push request requires eviction, then the reques
would be rejected if the availability of the file to be repli-
cated is more than a threshold percentage above the com-
puted average availability. This prevents the acceptah&e o
replica that will likely be evicted the next time a replicati
request is received by the target device. Otherwise, lotter
scheduling is used to affect a weighted random selection
of victims where over-replicated files are heavily penalize
for their excess availability, making it highly probableth

spect to ownership availability and thus cannot be droppeda replica of an over-replicated file will be evicted.

by the peer device without the consent@f. Further, the

peer device must become the champion for maintaining thep 4. Updates

online availability target for the subset @wn, that it is
storing. This is the only instance in our algorithm when
two devices must explicitly coordinate. Note that if a user

has multiple champion devices, it is quite easy for these de-

vices to coordinate the partitioning of files@wn, among

themselves; they are highly available and so can easily run.

a standard commit protocol. This ensures that the size of
user’s ownership set is not limited to the storage capaéity o
a single machine.

If C,, has plentiful storage, it can also monitor and hoard
files in WS, in the case that ever needs to use it in the
disconnected mode.

All devices may receive push requests from peers in the

system to increase the online availability of under-regikd

files. When a device receives such a request, it accepts an

stores the replica in its Cspace if it has sufficient free gpac
Otherwise, it can either reject the request or evict from its
Cspace to free up space.

2.3. Eviction

Eviction is a two-part process: (1) migrating files from

a

Thus far, we have described our replication algorithm as
if files are immutable. When a file is updated, however, we
must ensure that the update is propagated to maintain the
availability of thelatestversion. (We are, of course, assum-
ing that the file system itself does not ensure that an update
is applied to all existing replicas.) If a file is updated on a
non-champion device, then the device would push the new
version of the file to the champion as soon as possible. Fur-
ther, the device cannot evict the file until the new version
reaches the champion. As shall be seen, when a system
automatically tags recently accessed files to be in the ac-
cessing users’ working sets, the accessing devices would

aturally avoid evicting these files for some time to ensure
ffline availability.

When an updated file reaches the chamgignor if the
update was performed ari,, there are two possible cases:
(2) the file is owned by:, and (2) the file is not owned by
u. In the first case(”,, uses the standard periodic push-
ing process described above to push the new version of the
modified file. One complication is that, is faced with the
problem of computing the availability of the latest version

Pspace to Cspace, and (2) evicting files from Cspace.as opposed to that of old versions of the file. We address

Specifically, each device migrates each filen its Pspace
to its Cspace whenevef is no longer a member of
Own, | JWS,. A non-champion device holding a golden
copy of a file inOwn, but not inWS, can also migrate that
file to its Cspace afte€’, negotiates to take back the re-
sponsibility for the golden copy.

this problem by distinguishing betwedite online avail-
ability andversion online availabilitywhere file availabil-
ity is computed by considering all replicas of the file, re-
gardless of the version, and version availability is coredut
by considering only replicas of a particular version. The
champion then uses the version availability of the latest ve

When evicting files from Cspace, each device should sion of a file when it is considering whether a file still needs

evict the files with the highest online availability. If eaab-

to be pushed for increased online availability. Eviction re



mains based on file online availability. This ensures that Second, while users do not have to reason about replicas
replicas of out-of-date versions will eventually be flushed and their placement, they do need to be aware of the amount
from the system since they inflate file online availability bu of storage available on their personal devices vs. the files
are not maintained by any champion. that they want to own. As a user owns more files, more
In the second casg;,, becomes a temporary champion storage on his personal devices will be devoted to main-
for the updated file and pushes the new version to achievetaining ownership availability, which may directly reduce
TOAc for it. C,, stores a replica of this version in its Pspace offline availability for the user and online availability rfo
until it stops championing that file, at which time the replic the community as a whole. As already mentioned, a user
would be migrated to its Cspace. All champion devices pe- can easily aggregate the resources of multiple champions to
riodically look for updates to files in their usei®wn sets store and maintain the online availability of a large owner-
and download the new versions. Once the true championship set.
of an updated file has downloaded the new version, it takes  Third, itis easy to add devices not belonging to any user,
over the responsibility of maintaining the online availabi e.g., server-like machines, to the system to provide com-
ity of that version. (Ownership availability is already en- munal space for maintaining online availability. These de-
sured by the fact that the champion downloaded the newvices could just passively provide added storage (Cspace)
version.) Note that this hand-off is implicit in that the tem to the community or actively take ownership of a portion
porary champion will push the new version of the updated of the shared content to help monitor and maintain online
file for a period of time, after which it quits under the as- availability. Thus, our replication algorithm extends tgui
sumption that the true champion has found the update. naturally to hybrid environments containing both personal
When pushing an updated file, the champion will prefer- devices and shared servers, which are quite prevalent.today
entially select a device that already has a replica of a previ ~ Finally, note that our replication algorithm rt con-
ous version of the file by giving these devices more weight cerned with durability. If a champion device has sufficient
in its random selection of replication targets. This limits availability, then some of the files stored on that device may
the storage devoted to replicas of out-of-date versions (al only have one replica in the system. Thus, durability must
though, even without this bias, out-of-date versions would be maintained through traditional means such as external
eventually be flushed from the system as explained above).data backups.
All devices, including the champions, also periodically
look for updates to files in their users’ working sets and 3. Implementation
download all updates to ensure high offline availability.
We have implemented the above replication algorithm in
2.5. Estimating Online Availability a prototype federated system called Wayfinder. In this sec-
tion, we describe our implementation after first describing

Wayfinder briefly to provide the necessary context.
Assuming that devices going online and offline are inde- y yiep y

pendent events, the availability of a fifecan be computed 3.1. Wavfinder
asA(f) = 1~ Ilaep(s) (1 — Aa), whereD(f) is the set of ey

devices that contain replicas ¢fand A, is the availability Wayfinder is a file system designed to provide a uni-

O.f deviced. Recall thatD(f)_can be_ compl_Jted INEXPEN-  fied view of data storage across a federation of devices. As

S|ve_ly Qgcordlng to gssumptlon (2) in Sectl_on 2.1 and the shown in Figure 1, Wayfinder stores its data in the local file

a_lvallablllty of all o_Ievu_:_es are k”OV_V” accordmg to assump- systems of the individual devices comprising the federated

tion (3). The availability of a particular versigfy, of file system and its meta-data in a peer-to-peer (P2P) layedcalle

f can be cqmputed similarly using the set of devices that PlanetP [6]. Thus, we begin by briefly describing PlanetP

contain replicas of. before describing how Wayfinder uses PlanetP to construct
its unified data view.

2.6. Discussion PlanetP.PlanetP is a toolkit for building P2P applications

that exports three key abstractions, a membership dingctor

In this section, we discuss several importantimplications a multidimensional indexed storage system, and a gossip-
of the above replication algorithm. First, it is quite eagy t ing service. PlanetP’s membership directory is a globally
extend our algorithm to support per-file online availapilit replicated database containing the name and a small set of
targets, as opposed to a single common target. As spac@roperties for each member of a PlanetP system.
becomes constrained, however, our eviction algorithm will ~ PlanetP’s storage system stores bindings of the form
essentially place a cap on the maximum online availability {ki, k2, ..., k,} — o, wherek; is a key and is an arbi-
that is achievable. trary object, and we say tha&eyso) = {ki,ko,...,kn}.
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Figure 1. An overview of Wayfinder’s architecture. Solid arrows iesiRlanetP indicate bindings of keys to waynodes
while dashed lines indicate implicit bindings of waynode§le/directory replicas. Note that only a few waynodes are
shown for clarity.

Stored objects are retrieved by specifying key-based gsieri Data Storage. Each member device in a Wayfinder fed-
using a simple query language comprised of three oper-erated system stores some amount of data in a local file
ators, and (A), or (Vv), andwithout (—). For example, system, called ithoard (Figure 1). Each hoard contains
a query (“cat’A “dog” — “bird”) would retrieve the set  a subset of the files in the global namespace and the cor-
{o| ({cat, dog} C keygo)) A ({bird} Z keyso))}. responding directory structure. Whenever a user accesses
When a binding{k1, k2, ..., k,} — o is inserted into a file /pathname/fit a deviced, a replica off and partial
PlanetP at a node, PlanetP stores in a persistent store  replicas of all directories ifpathnameare downloaded to
local ton, e.g., a BerkeleyDB database [17], and stores d's hoard. Thus, each file and directory can have many
the binding itself in a persistent two-level index. The top replicas across the system. Each replica is described by a
level of this index is a globally replicated key-to-node in- small data structure calledveaynodethe equivalent of an

dex, where a mapping — n is in thisglobalindex if and inode in the Unix file system). A waynode describing a file
only if atleast one binding..., k, ...} — ohasbeeninserted replica contains attributes such as the file ID, version, and
at noden. The second level is comprised of a setafal hosting device. A waynode describing a partial directory

indexes, one per node, which maintains the key-to-objectreplica contains attributes such the hosting device and the
mappings for all bindings inserted at each node. The globalname-to-ID bindings for files and subdirectories inside tha
index is currently implemented as a set of Bloom filters [3], directory that are hoarded on the hosting device. The set of
one per node that summarizes the set of unique keys in thasll waynodes comprises Wayfinder's meta-data and is stored
node’s local index. in PlanetP, where each waynode representing a file replica
PlanetP evaluates a query posed at a nolg usingn’s is bound to a unique file ID and version and each waynode
replica of the global index to identify target peers that may representing a directory is bound to a directory pathname.

contain relevant bindings. PlanetP can then either returnggpg) Namespace.Wayfinder then constructs the global
this list of peers or directly fo_rward t_he query. Contacted namespace and locates individual files by posing appropri-
peers evaluate the query agalnst their local indexes and rez; queries to PlanetP. For example, to computewof the

turn URLSs for matching objects ta. n then merges the o girectory for the system shown in Figure 1, Wayfinder

result.s and returns the_ list of r_natghmg objects_ln t_he form \yould query PlanetP for all waynodes bound to the key
of an iterator to the calling application. The applicatices “"_ This query would return two waynodes, one each from

the iterator to control how many and when matching objects njqge 1 and Node 2. The view constructed from these two

are retrieved. waynodes would then show that root contains the file

PlanetP uses gossiping to loosely synchronize both theyng gyp-directorys.# Note that in essence, Wayfinder con-
global index and the membership directory. PlanetP also

equrts_its goss_iping layer as a tool for synchronizing = 414 increase the efficiency of this query-based design, Wagfin
application-specific data structures. caches directory and file views using a lightweight DHT etgabiby Plan-




structs a directory in the global namespacenmrgingthe File Tagging. To minimize the overhead of reasoning about
content of the individual hoarded directory replicaswita t  availability, Wayfinder allows users to specify tags for di-
same pathname. A key property of this merging approachrectories that should be inherited by descendant files and
for our availability work is that any node can contributeadat sub-directories. In essence, this allows the user to gpecif
to any portion of the global namespace. Also, any file can an availability directive for an entire portion of the names
be placed on any node in the same manner, whether it ispace with just one explicit tag. In addition, Wayfinder can
because of a user access or it has been placed there autoptionally tag files automatically for each useras fol-
matically by the system for availability. lows: (1) whenever accesses a filg, f is tagged with
(u, OffA t), wheret is the current time plus a user-specified
drop period; and (2) whenevercreates a new fil¢, f is
tagged with(u, OwnA). Tags are stored in waynodes.

Access Model. Wayfinder supports a single copy access
model with eventual consistency semantics. That is, any
device can modify any file as long as it can download a
replica of any version of the file to its local hoard. When Maintaining Offline and Ownership Availability. Each
a file is modified, Wayfinder computes a diff that can be device inDS, maintains copies of's working and owner-
used to efficiently update all replicas. The diffs can also be ship sets and loosely synchronize them with its peeBSp
used by users to explicitly roll back changes if they need to using PlanetP’s gossiping service. (Non-champion devices

resolve write conflicts. only have to maintain their additions to the ownership set.)
Whenever a device learns of an addition to the working set,
3.2. Replication it downloads the new file to its hoard as part of Pspace. The

champion device does the same thing for the ownership set.

An interesting consequence of tag inheritance is that a
user may become the owner of a file that he did not create.
] ) ) ) ~Anexample of this situation arises when a user is interested
Locf';ltlng Repl_lcas.A device can Io<_:ate thereplicas ofafile ;, maintaining a copy of all contentin a directory, regassle
[ with the unique IDfjp by querying PlanetP for the ap- 4t ho first introduces that content. Thus, to properly main-
proximate set of devices containing the kg ; recall that  5in the ownership set, each champion device periodically
the waynode for each replica gfis bound tofjp oneach  rayerses all portions of the namespace tagged for owner-

hosting Qevice. File ID_s are obtained frorr_l directory views ship by its owner. In fact, the champion does not maintain
as described above. Since each waynode is also boundto thg,q | ownership set; rather, it only maintains the set of

version of the file, we can compute the approximate set of 5qt5 defining the portions of the namespace that it must
devices holding a particular version of the_ file in the_ Same {raverse to compute the ownership set.

manner. Note that both these computations only involve

consulting the local copy of PlanetP’s global index and so Maintaining Online Availability. Recall that each cham-
does not require any network communication. pion deviceC,, must periodically choose a file fro@wn,

. . . N L that has not achieved an online availability ©®A- and
Tracking Device Online Availability. Each device in a push a replica of that file out to the system. Agtraverses

Wayfinder system t.raCks wheni itis connected to the SySt.emthe namespace to compute the ownership set, it computes
(online) and when it is not (offline) and computes its avail- the current version online availability of the latest versi

ability as P(online) = (On"neq[?rlr;r:ot#irl\r?e fime" Eachde-  of each member obwn, and inserts it into a pool of can-
vice publishes its own availability as a property in the Plan didates if the file is under-replicated. The champion then
etP membership directory. periodically selects a file from this pool, recomputes its ve
While the above definition of online availability is quite  sion availability if a threshold time period has passedesinc
standard, in a federated system such as Wayfinder wheré¢he availability was last computed, pushes a replica if stil
any subset of devices can form a working subsystem, thenecessary, and removes the file from the pool if it has now
guestion arises of what constitutes being connected to theachieved its availability target. The pool has finite size. |
system. Under the assumption that any Wayfinder systemthe poolfills up, candidates are removed from the pool using
is likely to have at least a small number of highly available a random selection similar to that described in Section 2.3
devices if it is to provide reasonable data availability, we but weighted by the version availability instead of the file
define acore setthat contains one or more of these highly availability.
available devices for each file system. Then, a device is
defined to be connected to the file system if it can connect
to at least one device in the core set.

Relevant aspects of the implementation of our replication
algorithm inside Wayfinder are as follows.

Eviction. A pool of candidates for eviction is maintained

on each device similar to the pool on each champion for
replication. Each device traverses its Cspace and fills the
etP. We do not describe PlanetP’s DHT and this caching psdnesause P00l whenever free space falls below some threshold. Evic-
they are orthogonal to our work here. tion victims are then chosen from the pool as described in




Section 2.3. directly leverage their algorithms if desired. In this pgps
Updates.When a file is updated so that a diff is computed, already Qesc_ri_bed, our algorithm maintains an LRU working
the updating device pushes the diff to its champion ratherSet for simplicity.
than the entire file. Whenever a device learns of an update Qur benchmarks are run in two different environments
to afile in its Pspace, it downloads the appropriate diffs and designed to represent two different styles of federated-com
apply them to the local replica to bring it up to date. munities.

When a champion receives a diff from a device in its
device set (or generates one because of a write), if the upCorporate (CO). This community represents what we
dated file is not in its owner’s ownership set, then it be- mightsee in a standard corporate or university environment
comes the temporary champion for the diff as if the diffis a Where each employee is assigned a desktop. The goal of
newly created file. Otherwise, it uses the diff to update its this community is to provide high online availability for al
replica of the modified file. It then uses the standard peri- content. This community is parameterized using data from
odic random pushing process described above to push botfBolosky et al.'s [4] study of a large corporate environment.
the diff and the new version of the modified file. Over time, Specifically, we set each node in a cluster of 12 nodes to
however, it will become less important to maintain high on- have 80% availability with an average uptime of 272 min-
line availability for the diff since all replicas of the oldk utes. (The average uptime was shortened by a factor of 11
sion should have been rolled forward and any write con- from that reported by Bolosky et al. because our bench-
flicts should have been caught. Thus, Wayfinder decreasegnark is a compressed trace designed to reduce experimental
the probability with which a diff is chosen to be pushed for time.) Each node belongs to a distinct device set. All files
online availability proportional to its age. in the system are tagged as owned by a single node, which

To reduce the overhead of detecting updates, in our im-represents the infrastructural resource devoted to mainta
plementation, only the champions look for updates to files ing availability for all shared content. In essence, thideo
in their owners’ working sets. When a champion learns of is the champion for the entire community. We could have
an update, it downloads the appropriate diffs and gossipsalso chosen to have all nodes own all files. However, this
the presence of the update to its peer devices in the devicavould have put the algorithm in the best possible case of
group. fully concurrent downloads by all nodes.

Heterogeneous Workgroup (HW). This community rep-
resents an extended, more mobile environment, where each
_ o user may have a desktop at work, a laptop for mobile com-
~ We now explore the behavior of our replication algo- pyting, and a home machine. This community is quite rep-
rithm as implemented in Wayfinder. Our Wayfinder proto- yesentative of our research lab and is parameterize using
type is written in Java and supports an NFS facade derivedyeasurements obtained from our lab. Specifically, the com-
from JNFSD, an open source NFS server [10]. The NFS ity contains 3 device sets belonging to 3 distinct users.
facade allows users to access Wayfinder through any stangach device set has a work desktop with 80% availability, a
dard NFS client. Our prototype is sufficiently complete 0 home desktop with 50% availability, and a laptop with 32%
support the transparent execution of many common appli-ayailapility. The community also has 3 additional server-
cations on Linux such as emacs and cvs. ~like nodes that do not belong to any user but rather provide
Our study centers around two benchmarks, a micro-yggoyrces for the entire community. Each of these server-
benchmark that injects bursts of file creations and file up- |ike nodes has 95% availability. The average node uptimes
dates, and a macro-benchmark derived from a read/writeyere set to 387 min., 225 min., 60 min., and 55 min. for
trace of a wiki. The former studies the efficiency of our ran- ,5qes with 95%, 80%, 50%, and 32% availability, respec-

domized replication algorithm while the latter studies our tively. Files were partitioned into 3 non-overlapping owne
algorithm’s behavior under a real, albeit condensed, work- ship sets, one per distinct user.

load.

Our study only focuses on Wayfinder's maintenance of Experimental Platform. All results reported below were
online and ownership availability. While the full replica- obtained on a cluster of PCs, where each node was equipped
tion algorithm is always executed, we do not measure of- with a 64-bit 2.8 MHz Intel Xeon processor, 1 GB of mem-
fline availability as we do not have sufficient data on discon- ory, and a 10K RPM 70 GB SCSI disk. All nodes ran the
nected access patterns. Further, our contribution is a comLinux 2.6.12 kernel and Sun’s Java 1.£21VM. The clus-
bined availability model that includes hoarding as a com- ter is interconnected by a 100Mb/s Ethernet switch. The
ponent, rather than any novel hoarding algorithm for dis- Wayfinder prototype was configured with a 1 second Plan-
connected operation. Other efforts such as [12] have ex-etP gossiping interval and a 3 seconds inter-push time for
plored this latter problem and our replication algorithmca replication for online availability.

4. Evaluation



Time to achieve Time to achieve HW than in CO. This is because the ownership of the cre-
TOAC in CO (sec) | TOAc in HW (sec) ated files in HW was partitioned among the three device

No. background || Burst Size (V,) Burst Size (\s) sets—they were created in different directories, each of
files/diffs (N:) 10 ] 20 [ 30 [10] 20 [ 30 which was owned by a different user with tag inheritance
100 1531296 | 433 | 74| 155 | 227 turned on—and so the new files were pushed by all three
200 155 | 277 | 416 | 81 | 142 | 206 champions as opposed to the single champion in CO.
400 177|277 | 416 | 84| 141 | 212 We do not show the results for the diff bursts because

they are not significantly different.

Table 1. Total time required for Wayfinder to achieve ) o ]
the target online availability TOA for a group of 4.2. Online Availability for a Collaborative Work-

newly created files. load

We now explore Wayfinder's behavior using a trace of
) o ] ] a collaborative workload. In particular, we derive a bench-
4.1. Online Availability for Creation and Write mark based on data collected from the PlanetLab documen-
Bursts tation wiki web, which allows the PlanetLab community to
collaboratively self-document the systé@mwe were able
We begin by studying the time required for Wayfinder to obtain information about file creations (one file per web
to achieve a stable configuration, i.e., one in which all files page) and updates, when they occurred, and who performed
and diffs have achieve@lOA, after a single node injects them because the wiki software preserves the history of the
a burst of new data into the system. Specifically, we use aweb’s evolution much like a version control system. When
benchmark that first creatég, files and.V; diffs and allow we collected our trace, the wiki web contained 457 distinct
the system to reach a stable configuration. The creation offiles with 2800 distinct versions. The updates spanned a pe-
these initial files and diffs is designed to evaluate whetherriod of several years and were performed by 153 distinct
the time to reach a stable configuration depends on the numusers.
ber of existing files and diffs as well as the size of a creation ~ We created a benchmark from the above data as follows.
or write burst. Then, the benchmark creates an additionalFirst, we chose a period of 134 days during which the wiki
N, files and measure the time required for the system towas particular active, containing 532 updates spanning 128
achieveTOA for these files. Finally, the benchmark cre- files, and compressed the update stream so that it could be
ates an additionaV, diffs and measure the time required replay in approximately 90 minutes. Second, to actually run
for the system to achievEOA- for these diffs. All created the benchmark, we needed to map the updates in the trace
files and diffs are small, on the order of several hundred to authoring nodes in the federated system. Since we are
bytes, and so the actual time to create a replica is negligi-not evaluating offline availability, all accesses needeoeto
ble. mapped to nodes that are online at the time of the access.
Table 1 shows the results for the file creation bursts whenWe ensured this by first mapping accesses of each user to
the above benchmark is run on a cluster of 12 nodes with@ node in the community—typically, this meant that multi-
TOA- = 0.999. In both the CO and HW environments, the Ple users were assigned to each node—and then construct-
bursts were performed on a champion device. During theing the online and offline behavior of each node around the
experiment, node arrival to and departure from the online @ccesses assigned to that node. Each node’s behavior corre-
system were driven by exponential arrival processes basedgPonded to one possible sequence of arrival to and departure
on the means given above. The times presented were averfrom the online system according to an exponential arrival
aged over four runs of the benchmark. process with the appropriate mean. Third, we added in read
Observe that the time required for Wayfinder to achieve raffic by injecting reads to random files in the web during
the online availability target for all newly created files is N0des’ uptimes according to an exponential arrival process
roughly linear toN, but independent aV;. This indepen- with a mean mter-a_rnval tlm_e_of5 seconds. _Flnally, to alvoi
dence from the number of existing files and diffs arises from N@me conflicts, which are difficult to handle in an automated
the “pool of candidates” implementation described in Sec- trace-driven experiment, we set the benchmark to pre€reat
tion 3 and is quite important because Wayfinder systemsa_" files at the beginning of the experiment with an initial
may contain very large numbers of files (e.g., millions). The Size of zero. _ _
linear dependence on the burst size shows that Wayfinder's We then ran the above benchmark in several different
randomized selection process is (almost) as efficient as the€nvironments: CO with infinite storage, HW with infinite
use of a predetermined deterministic schedule. 5PlanetLab is an open platform for developing, deployingl access-
Observe also that Wayfinder reaches stability faster in ing planetary-scale services (http://www.planet-lag).or
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Figure 2. Average file online availability, average version availégi(for the latest version of each file at each instant
in time), and minimum availability plotted as functions gperiment time for (a) CO with infinite space, (b) HW with
infinite space, and (¢) HW with constrained space. (d) Onliaesion availability for a representative file from HW
with infinite space.

storage, and HW with constrained storage. In the last envi-online availability, it never drops below this target agdm
ronment, each non-champion node was given sufficient lo-fact, the average file online availability is greater thaa th
cal storage to hold about 15% of the shared data set, whiletarget as the benchmark continues to run. This is because
each champion was given sufficient local storage to hold theof the hoarding of files in the working set for offline avail-
entire data set. (The shared data set grows to approximatelgbility; as files are read or written on a device, they become
11 MB by the end of the benchmarklOA- was again set members in the user’'s working set and are hoarded on that

t00.999. device. Since we have infinite storage, no file is ever dis-
Figures 2 and 3 show some of the results. We make sev-carded from any device’s local storage.
eral observations based on these results. Ridsgn there Secondwhen there is insufficient storage space, the sys-

is sufficient storage space, the system consistently aehiev tem approaches a non-cooperative configuration where de-
and maintains the target online availability for all filesén  vices selfishly use their local storage to achieve offline and
diffs. Figures 2(a-b) show that Wayfinder takes some time ownership availability for their ownergObserve that there

to achieve the target online availability for all files, peut is significant separation between the minimum and average
larly when there is only one champion as in the CO environ- file availability in Figure 2(c) as space becomes constadine
ment, because of the creation burst at the beginning of theThis is because devices are not cooperating to maintain
benchmark. (In CO, the champion has to push all files cre-the target online availability for shared content. Rather,
ated at the beginning of the benchmark as well as update®online availability is just a consequence of devices hoard-
that occur before it can achied@®A for the files.) How- ing content for offline and ownership availability. This is
ever, once the minimum file availability reaches the target shown clearly in Figures 3(a) and (b), where Cspace is much
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Figure 3. Division of files between Pspace and Cspace for (a) HW withitafspace and (b) HW with constrained
space.

smaller in the space constrained case (b) than in the casés executed in the HW with infinite storage environment.
with infinite space (a). In fact, observe that Cspace eventu-Ownership availability is expressed as the number of up-
ally drops close to zero in (b) as more content is added toto-date file replicas in the owning user’s device set plus the
the system. number of out-of-date replicas in the device set which can
Third, our unified availability model allows the system be brought up-to-date using diff information also hoarded
to account for the selfish behaviors of devices in attempt-in the device set. This count can drop to zero if the file
ing to achieve the best possible online availability for all is updated by a device outside of the owning user’s device
shared contentObserve that even though Cspace is much set. However, observe that even in this case, at least one
more constrained in Figure 3(b) than in (a), the average filedevice in the device set notices the update in a short time
availability is still not far from the target of 3 nines. This so that there is almost always at least one up-to-date eeplic
is because replicas of files that are relatively over-repdid in the device set. Figure 4(b) plots the ownership avaHabil
by selfish hoarding are preferentially evicted from Cspace. ity when the benchmark is run in the HW environment with
Also, because each file is owned by at least one device, typ-constrained space. In this case, we see that only one replica
ically a champion, the minimum file online availability re- of the representative file is kept unless that file is accessed
mains at least at the availability of the champion—in this by the user and so becomes part of the working set, resulting
case, 1 nine. in replicas being created on all online devices. These new
Finally, the system efficiently maintains the target online replicas are then rapidly discarded from the non-champion
availability for all files, despite a stream of updates thatr  devices as other files are accessed.
quires re-replication of the modified fileBigure 2(d) shows
that although every write causes the version availability o 4.4. CPU and Network Utilization
a file to drop, the system rapidly regains the target online

a member of a user's working set and so a new Yersiop ISand downloading updates to files in the user’s working and
rapidly downloaded by the 3 devices in that user's device oynership sets, etc.—that must run continuously in an im-

set. This leads to an average version availability thathg on  plementation. Thus, we measured the CPU utilization dur-
sl_ightly lower than the average file availability as shown in ing the execution of the wiki benchmark to evaluate the
Figures 2(a)—(c). CPU overhead imposed by these periodic processes. For
all environments, including the one with constrained stor-
4.3. Ownership Availability for a Collaborative age space, the average CPU utilization was less than 3%
Workload on a champion device and less than 2% on a non-champion
device.
Figure 4(a) plots the ownership availability of a represen- ~ We also measured the bandwidth used while running the
tative file against experiment time as the wiki benchmark wiki benchmark. The entire data set, i.e., a single copy of
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Figure 4. Ownership availability of a representative file vs. expenittime for the HW environment with (a) infinite
space and (b) limited space .

the final version of each file and all the created diffs, is ap-  Farsite [1] is a decentralized file system similar to
proximately 11 MB in size. For the HW community, each Wayfinder in spirit. Like Total Recall, however, Farsiteynl
champion node communicates approximately 22 KB/s, in- considers online availability. Further, Farsite targetgie
cluding both sends and receives, over the 90 minute benchronments that are much more homogeneous in availability
mark execution. Non-champion nodes each communicateghan those we target. This leads Farsite to adopt a replica-
approximately 10 KB/s. In the space constrained scenario,tion algorithm that uses a fixed number of replicas for all
each champion’s communication rises to approximately 25files in contrast to the dynamic determination of the num-
KB/s. For the CO community, the champion node commu- ber of replicas needed for a target availability used in our
nicates approximately 20 KB/s while each non-champion algorithm.
node communicates approximately 10 KB/s. Segank [18] is a mobile file system that targets multi-
In general, transfer of content because of the generaldevice-per-user environments. However, Segank [18] is
access pattern and because of replication accounted fomore concerned with maintaining a consistent view of the
about 20% of the bandwidth usage. (This amount increasedile system across the device set of a single user rather than
to 34% in the space constrained scenario, reflecting theacross the device sets of multiple users in a federated sys-
file churn because of eviction.) Constructing Wayfinder's tem. This lead to considerable differences in the design of
global namespace for accesses as well as for the champiSegank compared to our replication algorithm and its im-
ons to walk the namespace (see Section 3.2) accounted foplementation in Wayfinder. Also, Segank never developed
another 64% of the bandwidth usage. PlanetP’s gossipingan availability model such as the one we discuss here (al-
of the membership directory and the global index together though the authors did mention it as future work).
with Wayfinder’s gossiping of the working sets accounted  Gjacier [9] is a distributed storage system that relies on

for the remaining 16%. massive redundancy to mask the effect of large-scale cor-
related failures. In contrast to our work, Glacier is more
5. Related Work concerned with durability across these large-scale feslur

rather than availability. Also, Glacier does not rely omdnt

Total Recall [2] is perhaps the work that is the most re- spection, i.e., tracking the availability of individual ees,
lated to ours. Total Recall explores the problem of main- to optimize replication because such introspection tyfyica
taining online availability for P2P content sharing system ~cannot accurately account for the impact of large-scale cor
Similar to our work here and in [5], Total Recall monitors related failures.
the availability of nodes and placement of file replicas, and  The Coda File System originally introduced the concept
dynamically adjusts the number of replicas to maintain an of hoarding for disconnected operation [11]. Seer [12] at-
online availability target. Total Recall only considers-on tempted to improve hoarding using semantic distance and
line availability, however, whereas a key contribution af o clustering for prefetching content. These works are com-
work is a framework that unifies replication for online avail plementary to our work in that our replication algorithm can
ability, offline availability, and ownership availability leverage their approaches to improve its hoarding algorith



(currently based on LRU) for improved offline availability.

Recently, there has been a flurry of work in building P2P
file systems (e.qg., [8, 7, 14, 13, 16]). The main difference
between these efforts and our work here is that they consider
only online availability and only as a peripheral issue.

6. Conclusions

We have presented a novel unified availability model tar-

geted to content sharing federated systems. Such federated[s]

systems are typically comprised of a number of users col-
laborating to share data, each of whom may be using a dis-
tinct set of personal devices. To accommodate this envi-
ronment, our model differentiates between three types of
availability, online, offline, and ownership availabilitfhis
leads to a user-centric availability model that tries to mak

data available to users across periods of connected and dis-
connected operation. This model also helps users to pre- [g]
serve data they care about in case they become permanently

disconnected from the federated system. Consequently, the
model removes the need for users to explicitly manage data
replicas and to hoard data external to the federated system. [9] A. Haeberlen, A. Mislove, and P. Druschel. Glacier: High
We have shown how a single replication algorithm can be
designed to achieve all three types of availability. This al

gorithm allows devices to selfishly prioritize ownershiglan

offline availability for their owners over online availaibyjl

for the community. However, the algorithm explicitly ac-

counts for the impact of devices’ selfish hoarding actions on
online availability in order to minimize the space required

to achieve a target online availability level for all shared [12]

content. Further, this algorithm is based on autonomous ac-

tions from devices in the community, allowing the system to [13]

tolerate the fact that devices in a federated system is not un
der centralized control and so may have unpredictable pro-

longed periods of disconnection or even leave the system[14]

permanently.
Finally, we have shown that it is practical to implement
the proposed replication algorithm and that the implemen-

tation efficiently achieves our design goals.
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