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Abstract. To date, much of the research in P2P information
sharinghasconcentratedon methods for key-basedor content-
basedlocation of shared information. In this paper, we argue
that in addition to thesetechniques,the provision of a global
browsablestructure is alsoa critical componentsinceusers do
not alwaysknow the appropriate key or setof keywords to lo-
cateneededinformation. To givesubstanceto our argument, we
proposea framework that will provide P2P communitieswith
globalbrowsabledirectories.Our proposalfocusesspecifically
onhowto supportthecommunal organizationandmanagement
of such a shared global directory in order to provide a coher-
entstructure for users in a community to locate information via
browsing.

1 Introduction

A key challengein building peer-to-peer(P2P)systemsis
thelocation of information distributed acrossa largenum-
ber of userswho can join and leave the online commu-
nity at will. To addressthis challenge,muchof the initi al
research in P2Phasconcentrated on techniquesfor mas-
sively scalablekey-basedobject location (e.g.,[25, 30, 22,
13]) andfor contentsearch with ranking (e.g.[3, 27]). Ex-
periencewith the web, however, shows that people rely
on a combination of both directories [7, 29] andcontent
search andranking [10, 1] for different types of informa-
tion searches.Directoriesprovide structureandorganiza-
tion for browsingwhile content search and ranking sup-
ports the structure-lesslocation of information. Basedon
this observation, wearguethata critical next stepin meet-
ing theinformationlocationchallengein P2Psystemsis to
provide a directory structurethat allows users to coopera-
tively organizeandbrowsetheshareddata collection.

Oneapproachto providing adirectory structureis to im-
plement a file system [16, 15]. However, file system de-
signershavehistorically beenmostconcernedwith storage
issuessuchasallocation, management, andcaching of file
blocks rather thansupporting the directory asa first class
object.Furthermore,file systemsembodyestablished stor-

agesemantics (e.g.,partial writes, appends, and locking)
that may not be relevant for P2Psystemsthat do not pro-
vide storage services.

Thus, in this paper, we focus instead on exploring the
challengesof building adirectory structureindependentof
any storagesemantics. We assumethat eachuser shares
information by making a portion of his local file system
available to thecommunityvia a softwareagent (asis the
casefor many current P2Psystems).Then,we proposeto
build aunifiedframework thatprovidesbothbrowsingand
search capabiliti es in a single global directory structure
thatspansall of theindividual users’ local directory struc-
tures. This effort faces several key challenges: (i) users
mustbe allowed to collaboratively organizeandmaintain
theglobal directorystructurein a fully distributedmanner,
(ii) usersmustbeable to leveragetheflexibilit y of content
search andranking to assistthemin organizing informa-
tion, and(iii) the framework mustassistusersto maintain
an easily browsable structure over time. To meet these
challenges, we intend to imbue our framework with the
foll owing mechanisms: (i) a coherentmapping between
eachuser’s local directory structure andthe global direc-
tory structure,(ii) embedded semantic directoriesembody-
ing content queries[9, 11], and(iii) machine-assistedman-
agement of theglobal directory.

More specifically, in our framework, eachuser’s local
directory will be addedto the global directory structure
through a recursive merging procedurethat combinesdi-
rectorieswith thesamepathnames.This merging process
permits a collection of loosely cooperating users to orga-
nizetheir localdirectoriesinto asinglesharedglobal struc-
ture, allowing all membersof the community to benefit
from their organizational efforts. Also given the coher-
ent mapping, users should be able to easily reason about
the location of files in both the local andglobal directory
structures, allowing for easytransition betweenthetwo.

The provision of semantic directories [9] will allow
membersto establish clustersof related informationof in-
terest to thecommunity. Semanticdirectories aredirecto-
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ries that aremapped to content queriesandpopulatedby
files thataredeemedassatisfying therespective query. In
our framework, semantic directories may be continually
updatedover time to reflect the changing content of the
sharedinformation,providing aneffective tool for tolerat-
ing the inherent dynamism in P2Pcommunities. Similar
to theHAC file system [11], semantic directories couldbe
embeddedanywherein theglobal directorystructure.This
deliberatemixing of content and nameaddressing is in-
tendedto provide a powerful tool for organizinginforma-
tion: under this framework, a user couldcreate a directory
whosefiles will be continuously updated by results from
content searches,andat the sametime allow users to re-
move irrelevant documents, as well as add relevant ones
not found by thesearchengine.Thus,userswill beableto
build shared repositories thatareorganizedin botha hier-
archical andcontent-addressable fashion.

Finally, we believe that automated assistancefor man-
agement of the global directory structure will be critical
for large communities. In particular, we will init ially be
interestedin threeproblems:(i) whenauser publishesone
or moredocuments,canthesystem aid theuserin finding
the mostuseful placeswherethesedocumentsshould be
linked into the existing global directory structure, (ii) can
thesystemmonitor theglobal directory structureandsug-
gest whenrelateddocumentsshould besplit into multiple
branches,and(iii) canthe system help to garbage collect
the space. For example, as information is removed, por-
tions of the namespacemaybe comesparse,andrequire
consolidation.

We arein the processof realizing our proposedframe-
work in a system call WayFinder. In the remainderof the
paper, we first outline the basic design of this prototype,
addressing thetechnical challengesof building a coherent
read/write directory structureon top of adynamicP2Pen-
vironment.Then,we speculateon how we might leverage
techniques from knowledge representation and machine
learning to attack theproblemsof automatedassistance.

2 Preliminary Design

Wearecurrently designingandprototyping WayFinderon
top of PlanetP[4, 2], a P2P content addressing pub-
lished/subscribed infrastructure. At heart, PlanetPsup-
ports the location, rank, and retrieval of publisheddocu-
mentswhosecontent matchesa particular query. While
WayFinder is not critically dependenton PlanetP, it does
leverage PlanetP’s particular strength: a globally ranked
content search capability based on the TFxIDF vector-
spaceranking algorithm [23]. This capability not only al-
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Figure 1: (a, b) Two local directory structures, and (c) the
mergedview in theglobal directorystructure.

low WayFinder to implement semantic directories, it also
allowsWayFinderto rankcontent inside these directories,
particular “incoming” information that hasbeenrecently
published. I

¯
n the future, we will likely make useof the

more advanced features of PlanetPthat includesan im-
plementation of group multicast basedon gossiping and
automaticupdate notification.

2.1 Constructing the Global Directory Structure

Currently, WayFindersupportsasinglehierarchical global
directory structurepercommunity. Whena userfirst joins
aWayFinder community, hespecifiesadirectory in a local
file systemthatwill contain documentshewishesto share.
Overtime,thisdirectorywill bepopulatedwith documents
publishedby theuseraswell asfiles thataredownloaded
for hoarding. This directory is the root of what we will
refer to astheuser’s local directory structure.

Givena community of users,WayFinderconstructsthe
global directory structureby overlaying thelocal directory
structuresof eachuseron top of one another, as shown
in Figure1. This overlaying process is performedrecur-
sively. A set of directories are merged together if they
have the samepath from the root1. To resolve name
conflicts during the merging process,files namesin the
global directorystructurescanbeextendedusinga( � local
name� , � content hash� ) pair to uniquelyidentify thefiles
asshown in Figure1(c).

Our method of constructing the global directory struc-
ture allowsusers with similar directory structuresto con-
solidaterelated files in thesameplace. It alsoallowsusers
to have a coherent view of the location of their files in
boththeglobal directory structureandtheir localdirectory
structure.This allows users to browsein a similar fashion

1Thisoverlayingapproachis similar to theFederatedFile System’s
virtual directories[26].
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(<"/foo/bar/"> , <File name="donkey.txt">)
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Figure2: (a) Two users publishingdifferent files to the same
directory; (b) Themeta-inodesare publishedto PlanetP;(c) A
merged view of the directory is achievedby querying PlanetP
andthencontacting theappropriatepeers for themeta-inodes.

while either online or offline. It alsoensuresthat no sin-
gle useris responsible for maintaining thestructureof any
givendirectory or ensuring its availability.

To sharea new document,a user mustpublish thedoc-
umentto WayFinder, specifying the location in theglobal
directory structure wherethe document should be linked
to. Note that becauseof the coherencebetweenthe local
andtheglobal directory structure,this publicationprocess
canbeassimpleasmoving thedocumentto theappropri-
ateplace in the local directory structure. On the publica-
tion of a file, WayFindercreatesa meta-inode for the file
andpublishesthis meta-inodeto PlanetP asshown in Fig-
ure 2. Eachmeta-inodeis encoded in XML andincludes
thefile’sname,areferenceto thefile’sphysical location, a
hash of thefile’s content, anda setof keywords represent-
ing thefull pathfrom theroot to theparent directory of the
file.

Whena userattemptsto browsea directory, a dynami-
cally constructedsnapshot, calleda directory view, is cre-
atedas demonstrated in Fig. 2(c). This view in essence
represents thecurrent online contentof this directory; be-
causePlanetPonly maintainsterm-to-peermappingsin the
global index, whencomposing a directory, we will know
that someset of offline peers may have additional doc-
uments in the directory but we cannot determine which
documents. Further, becauseof information propagation
delays in PlanetP[4], sucha view maybeseveralminutes
out-of-date with respect to newly published(or removed)
documents.WayFinder periodically expires views thatthe
user hasbrowsed, refreshingthemagainwhenuserreturns
to thecorresponding directories.

We arecurrently exploring the caching of old views so
that oncewe gain information about a document in a di-
rectory, we do not loose sight of that link whenthe peer
hoarding thatfile goesoffline. This is of coursedifficult in
thepresenceof deletes.

Future Work. While we argue that the coherence be-
tweenthe local directory structuresand the global direc-
tory structure provided by our current composition ap-
proachis apowerful communal organizationaltool, it hasa
number of limitations. For example, if users have slightly
different namesfor directories, e.g., movies vs. videos,
they will show up asdistinct branchesin theglobal direc-
tory structure. Thus,we plan to explore virtual mappings
between the local directory structuresand the global di-
rectory structure, perhapseven providing multiple global
directory structuresthat arecomposedby using different
virtual mappings. Maintaining the current coherencewill
be a particular important issuethat mustbe solved. Fur-
ther, suchvirtual mappingswould benefitgreatly from au-
tomatic assistance,which wewill discussin Section 3.

2.2 Semantic Directories

As already mentioned, WayFinder supports the creation
of semantic directories in the global directory structure.
A semantic directory is a directory whosenamemapsto
a content-query [9]. At creation time, WayFinderpopu-
latesasemantic directory with documentswithin thedirec-
tory’s scopethat arerelevant to the query. Subsequently,
WayFinder periodically re-executesthe query to find new
relevant documents. Documents inside a semantic direc-
tory canbeorderedaccording to PlanetP’s relevancerank-
ing.

Scoping for semanticdirectories is definedby the fol-
lowing rules: (i) A semanticdirectory that hasa normal
directoryasaparent mayhaveits scopedefineaseitherthe
contentof theparent directory or thecontentof theentire
community. (ii) A semantic directory that hasa semantic
directoryasaparent hasits scopedefinedasthecontentof
its parent directory.

Future Work. We intend to make semantic directories
first classobjects,allowing usersto manipulatethemin the
sameway that they do normaldirectoriesandallow these
changesto persist acrossre-evaluations of the directory’s
query. While GopalandManber have explored many of
the issuesarising from sucha designdecision in theHAC
file system [11], their work maynotextendin astraightfor-
wardmannerto a P2Penvironment, especially onewhere
thenormaldirectoriesthemselvesaredynamic, perhapsin-
completeviews of theactualdirectory structure.Thus,we
arecurrently in the processof working out the details of
this design decision.
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2.3 Propagating Updates

In many P2Pfile-sharing communities,usersdonotaccess
theshareddatawhile online. Instead,they typically down-
load (hoard) documentsthat they areinterestedin for of-
fline access [19]. Unfortunately, in anenvironmentwhere
the shared documents can change, there is currently no
wayfor theuserto knowwhenahoardedcopy hasbecome
stale exceptby manually checking.

To easehoarding in this case, WayFinder maintains an
association betweenfiles and their hoarded copies,auto-
matically flowing changesfrom analteredcopy to all other
copies. In particular, WayFinder maintains a version vec-
tor in themeta-inodeof eachfile. Whennotified thata file
hasbeenchanged, WayFindercomputes a diff and pub-
lishesit to theunderlying indexing layer with anew unique
version. Othernodesmay then learnof this new version
by querying a predefinedkeyword that will return infor-
mation indicating the set of available versions and their
corresponding diffs for a givenfile.

Periodically, at eachpeer, WayFinderchecks the un-
derlying indexing layer for changes to files that are be-
ing hoarded locally. When a diff is located for a file,
WayFinder will attemptto updatethatfile. Concurrentup-
dates areautomatically merged using a processsimilar to
CVS[5]. If aconflict is identified, theuseris notifiedasin
Coda[14].

2.4 Consistency

As already discussed,directories arebrowsable snapshots
of theglobal directory structure,reflecting aportion of the
sharedinformationthat is currently accessible through the
set of online peers. We intend to explore the caching of
views to maintain visibility of the entire directory struc-
ture, evenaspeersdynamic(re)join andleave thecommu-
nity. However, a numberof difficult issues will have to
beresolved,suchaswhenthe cachedviews becomestale
becauseof deletion.

Theexistenceof afile in adirectory view doesnotguar-
antee accessibility—all peersholding copiesof that file
may be currently offline—nor doesit guaranteecurrent,
or future, availability unless the userhasdownloaded a
hoarded copy. Userscan autonomously add files to any
directory at any time.

For files, WayFindersupports a weak, write-any-copy
consistency model[12]. Thepeerperforming anupdate is
initially responsible for providing theactual update infor-
mationto thecommunity asadiff. As theupdateis applied
to other replicas, thoserespective nodes will themselves
becomesourcesfor theretrieval of this update.

2.5 Security

While WayFinder will never support a security infras-
tructure sufficient for operation in a hostile environment,
clearly, some level of access control is needed, if just
to prevent usersin a large community from makingmis-
takes with largerepercussions.Wearecurrently exploring
the design of a security modelbasedon the SDSI frame-
work [21] but do not discussit herebecauseof spacecon-
straints.

3 Directory Structure Management

A WayFinderglobal directory structurerepresents a joint
effort by usersin a community to organize the available
information. In largecommunities,this directory structure
will be constantly changing as usersenter and leave the
community andasusers publish andremove information.
The management of sucha dynamic entity will likely be
quite onerous if the users mustdo it manually. Thus,we
intendto investigatewhetherit is possible to leveragetech-
niquesfrom knowledge representation andmachinelearn-
ing to provide automatic assistancefor this management
task2.

Thestructureof any directory structurereflectsanontol-
ogy, if only implicit ly. By ontology, wemeanaschemafor
organizing conceptsbased on a formal representation of a
sharedconceptualizationin a given domain[18]. Ontolo-
giescanbeused to reasonaboutthesemanticrelationships
between objects it pertainstoo. For this reason we areex-
ploring waysof constructing ontologiesfor boththeglobal
directory structureanda user’s local directory structureto
reason about how thetwo structuresrelate to eachother.

Althoughadirectorystructurecanbedirectly thoughtof
asan ontology, it is onethat is extremely poor in seman-
tics. To effectively apply knowntechniques in knowledge
representation, we mustenrich the ontologiesof the local
directory structures.Someapproaches for this enrichment
include: (i) relying on the users to explicitly provide de-
scriptivetext about their organizationalstructure(aspartof
eachdirectory, say),(ii) apply informationretrieval and/or
machine learning techniques to infer informationabout re-
lationships betweenfiles in thesamedirectory of local di-
rectory structures,and(iii) usethe World Wide Web asa
source of informationaboutthese relationships. With re-
spect to the last method, for example, the web currently
providesaccess to collectionsof various large information
databases(e.g.,[28, 7]). Thesedatabasescanbe usedto

2We are exploring this as joint work with our colleagues Alex
Borgida and Haym Hirsh. We thank them for helping us shapethe
initial ideasdiscussedin this section.
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expand existing keyword by finding relatedtermsandby
learning from theobject’s location in existing ontologies.

To make this discussionmoreconcrete,oneof theauto-
maticmethodweareexploring to implement amoreintel-
ligent merging of local directory structuresinvolve using
theTFxIDF vectorspace measureof similarity. In this ap-
proach,whenmerging a local directory structure into the
global directory structure,we useTFxIDF to computethe
similarity between a directory of thelocal directory struc-
ture and directories in the global directory structure. In
essence,we treat the setof termsderived from the docu-
mentsin a directory of the local directory structure as a
query. Then,we matchthis query to the content of each
directory in theglobal directory structure,mapping thelo-
cal directory to someglobal directory if the similarity is
sufficiently high. If thereis no significant match,thenthe
local directory is mergedinto theglobal directorystructure
asdiscussedin Section 2.

We are also exploring techniquesfor automatic assis-
tance in placing anewly publisheddocument in theglobal
directory structure. A project that has successfully ad-
dressedsomewhat similar goals is the SwiftFile Project,
wherean intelligentassistanthelpsusersorganize their e-
mail into folders[24]. This successprovidessomeconfi-
dencethatour approachholds promise.

Finally, as already noted, the sharedcontent of the
community will be constantly changing. As this content
changes,portions of the directory structure may become
toodense,or, inversely, toosparseto beuseful. Weplanto
explorewaysof automatically expanding or collapsingof
such portionsof thedirectory structure.

4 Related Work

Our work here proposesa framework that supports the
construction of a global directory structure from the lo-
cal directory structuresof individual users in a P2Pcom-
munity. A numberof works in file systemshave alsoex-
ploredtheconstruction of global directory structuresover
divergentunderlying file systems,e.g., [12, 17, 20]. Our
work differ from these efforts in two important manners:
(1) WayFindermustaddress thenew constraints thatarise
from its P2P context, and (2) WayFinder is more con-
cernedwith effective communalorganization of theinfor-
mationshared in the communitythancoherent accessing
files from differentunderlying file systems.

Several on-going projects areexploring the implemen-
tation of file systemson top of P2Pindexing networks.
Both the SecureRead-OnlyFile System[8] and the Co-
operative File Systems[6] areblock-level, read-only read

file systems. Both allow a form of update for the pub-
lisher. The Pasta[15] and Ivy [16] file systems provide
read/write file systems wherewrites arenot restricted to
only the publisher. Pastaalsosupports the altering of di-
rectory structure structuresthat belong to other users by
creating locally ownedcopies of necessaryindex blocks.
Thesecopies can then be overlaid to add, or delete files
by importing bothviews of the index blocks. This feature
of Pastais particularly related to WayFinder. However,
this approachcreatesdifferent directory structuresfor in-
dividual users, similar to Prospero [17]. Our approachis
different in that we want to present a unified global view
to all users of thesamecommunity.

5 Conclusions

In this paper, we advocatethat a browsable global di-
rectory structure is a critical component of P2Pinforma-
tion sharing infrastructures. To lend substanceto this ar-
gument, we have discussedour preliminary work on the
WayFinder framework, where we intend to integrate a
combinationof browsing, searching, andautomaticassis-
tanceto helpusersof largeP2Pcommunities organizeand
managetheir global directorystructures.WayFinder’sem-
beddingof searchcapabilities in theglobaldirectory struc-
ture providesan initial powerful tool for automatic assis-
tance. Webelieve thatthereis potentially substantial addi-
tional payoff from adapting other techniquesfrom areas
suchas information retrieval, knowledgerepresentation,
and machine learning and are actively pursuing this re-
search direction.
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