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Abstract that both complicate and provide leverage to learning and

This paper surveys work from the field of machine learninginference.

on the problem of within-network learning and inference. Although the network may contain disconnected compo-
To give motivation and context to the rest of the survey, wenents, generally there is not a clean separation between the
start by presenting some (published) applications of withi entities for which class membership is known and the en-
network inference. After a brief formulation of this prob- tities for which estimations of class membership are to be
lem and a discussion of probabilistic inference in arbjtrar made. The data are patently noti.i.d., which introduces bia
networks, we survey machine learning work applied to netto learning and inference procedures (Jensen & Neville,
worked data, along with some important predecessors—2002b). The usual careful separation of data into training
mostly from the statistics and pattern recognition literat  and test sets is difficult, and more importantly, thinking in
We then describe an application of within-network infer- terms of separating training and test sets obscures an im-
ence in the domain of suspicion scoring in social networksportant facet of the data. Entities with known classifica-
We close the paper with pointers to toolkits and benchmarkions can serve two roles. They act first as training data
data sets used in machine learning research on classificand subsequently as background knowledge during infer-
tion in network data. We hope that such a survey will be aence. Relatedly, within-network inference allows models
useful resource to workshop participants, and perhaps willo use specific node identifiers to aid inference (Perlich &
be complemented by others. Provost, 2006).

. Network data generally allowollective inferencemean-

1. Introduction ing that various interrelated values can be inferred siaault
This papet briefly surveys work from the field of machine neously. For example, inference in Markov random fields
learning. We concentrate on methods published in the maBesag, 1974) uses estimates of a node’s neighbor’s labels
chine learning literature, as well as methods from othetto influence the estimation of the nodes labels—and vice
fields that have had considerable impact on the machingersa. Within-network inference complicates such proce-
learning literature. dures by pinning certain values, but again also offers oppor

Networked datare the special case of relational data Where:ur}'r:;eesresﬁgg al\s/lg;g 32%?2“3nn(gn?vit:ﬁoégigogng\:\??r:ghgse

entities are interconnected, such as web-pages or researc s
papers (connected through citations). We focusvithin- of the features of a node’s neighbors, although that must be

networkinference, for which training entities are connecteddone with care to avoid greatly increasing estimation vari-

directly to entities whose classificatiorialfely are to be ance (and thereby error) (Jensen et al., 2004).
estimated. This is in contrast tacross-networkinfer- For this survey we consider methods for classification and
ence: learning from one network and applying the learnedlass-probability estimation on arbitrary graphs, andamot
models to a separate, presumably similar network (Cravefegular grids. To give motivation and context to the rest of
et al., 1998; Lu & Getoor, 2003). For within-network in- the survey, we start by presenting some (published) appli-
ference, networked data have several unique charaateristications of within-network inference. Section 3 presents a
- brief formulation of the within-network problem and dis-
maiM:;F; ﬂgtgilccggtts)e( l{/?;ggkg]sts@riegr%eg?t tgggzhiSM %%2% ::}f/“cusses probabilistic inference in arbitrary networks. r;he

12 X ' ? in section 4, we survey machine learning work applied to
Provost, 2005a; Macskassy & Provost, 2005b). networked data, along with some important predecessors—

— - , mostly from the statistics and pattern recognition litera-
Appfanng inWorkshop on Statistical Network Analysis at theture. We then describe in Section 5 an application for
23"¢ International Conference on Machine Learnjrigjttsburgh, i [P i PR ;

PA, 2006. Copyright 2006 by the author(s)/owner(s). within-network classification: suspicion scoring in sdcia
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networks. We close the paper with pointers to toolkits and2005a) present a network classification approach for sus-
benchmark data sets used in machine learning research qicion scoring in surveillance networks, which we describe

classification in network data. below (cf., (Galstyan & Cohen, 2005)). Neville et al.
(2005) identified potential SEC violators from data pro-
2. Applications vided by the National Association of Securities Dealers

(NASD). Their models, performed as well as or better than

Many real-world problems exhibit opportunities for within the handcrafted models currently in use at NASD.

network classification. A natural application domain is the
analysis of linked documents, for example by citations ofSome other domains do not quite qualify as applica-
one sort or another. Such networks of documents are buiHons, but are interesting nevertheless. The Internet Blovi
by people and organizations that are interconnected; wheRatabase contains rich relational and networked data such
classifying, some classifications may be known and som@s actors, movies, producers, directors, etc. Jensen and
may need to be estimated (Chakrabarti et al., 1998; Taskd¥eville (2002a) predict whether a movie will make more
et al., 2001; Neville et al., 2003a; Lu & Getoor, 2003; than $2 million dollars in its opening weekend, and oth-
Macskassy & Provost, 2004). Chakrabarti et al. (1998)rs followed (Neville et al., 2003a; Macskassy & Provost,
classify patents, and various authors classify scientific r 2003; Macskassy & Provost, 2004). Bernstein et al. (2003)

search papers (e.g., (Taskar et al., 2001)) and web pagé®d Macskassy and Provost (2003; 2004) have addressed
(e.g. (Neville et al., 2003a)). the problem of categorizing what industry sector a given

. . . - company is in using financial news to link companies based
Science also gives us opportunities. The original work on

classification in networked data arose in part from statisti on whether they were mentioned in the same news story.
cal physics (for example, consider the Ising model). SegaFinally, network classification approaches have seen ele-
et al. (2003a; 2003b) present the application of Markovgant application on a problem that initially does not présen
random fields (Dobrushin, 1968; Besag, 1974; Geman é&itself as a network classification problem. The problem
Geman, 1984), and more specifically, relational Markovof “transductive” inference (Vapnik, 1998b) is faced when
networks (Taskar et al., 2002), to the discovery of molecuthere is a set of labeled data plus a set of data for which
lar pathwaysi.e., sets of genes that coordinate to achieveclassifications must be made. Data points can be linked
a particular task, from networks formed from protein inter- into a network based on any similarity measure. In this sce-
actions. Computational linguistics has provided networknario, any classification problem may be seen as a (within-)
classification problems, such as the segmentation and I&etwork classification problem, depending on how the dif-
beling of text (e.g., part-of-speech tagging (Lafferty et a ferent sorts of data present themselves.

2001)). .
Business has seen a few direct applications of networ 3. Problem Formulation:

based techniques. In fraud detection entities to be cladsifil\N'th'n'Network Classification

as being fraudulent or legitimate are intertwined with $10s Traditionally, machine learning methods have treated enti
for which classifications are known. Fawcett and Provosties as being independent, which makes it possible to in-
(1997) discuss and experiment with so-called “state-offer class membership on an entity-by-entity basis. With
the-art” fraud detection techniques, which look at indirec networked data, the class membership of one entity may
(two-hop) connections in the call network to prior fraudu- have an influence on the class membership of a related en-
lent accounts. Cortes et al. (2001) explicitly represent antity. Furthermore, entities not directly linked may be re-
reason with accounts’ local network neighborhoods, for deated by chains of links, which suggests that it may be ben-
tecting telecommunications fraud. For making product receficial to infer the class memberships of all entities simul-
ommendations, Huang et al. (2004) define a neighborhooghneously. Collective inferencing in relational data gkm

of similar people for collaborative filtering and use graph-et al., 2004) makes simultaneous statistical judgments re-
based message passing to draw inferences. Domingos aggrding the values of an attribute or attributes for mutipl

Richardson (2001) describe how a MRF-based techniquentities in a graplG for which some attribute values are
could be used to estimate the best candidates for viral magfot known.

keting. Hill et al. (2006) show strong evidence that sta-

tistical, network-based marketing techniques can perform  Given graphG = (V,E, X, Y), whereX; is an

substantially (several times) better than traditionajésed attribute vector and; is a label variable for ver-
marketing based on demographics and prior purchase data. texw; € V, and given known valueg for some

. . P . subset of vertice¥ X, within-networkcollective
With the exception of collaborative filtering, these busi- . . . :
S - . inferencingis the process of simultaneously in-
ness applications share the characteristic that data ale av ferring the values of: for the remaining ver-
able on actual social networks, as defined by direct com- . 9 U K remaining v
o . : tices,VY = V-V* ora probability distribution
munications. Whether or not hard data are easily avail- over those values
able, such networks play an important role in counterter- '

rorism and law enforcement: suspicious people may inas a shorthand, we will us& ¥ to denote the set (vec-
teract with known ‘bad’ people. Macskassy and Provostor) of class values foV %, and similarly foryY?. Then,
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GK = (V,E,X,Y¥) denotes everything that is known tree formed by the graph (Wainwright & Jordan, 2003).
about the graph (we do not consider the possibility of un-Since the treewidth is one less than the size of the largest
known edges). Edge;; € E represents the edge between clique, and the junction tree is formed by triangulating the
verticesy; andv;, andw;; represents the edge weight. original graph, the complexity is likely to be prohibitiverf
graphs such as social networks, which can have dense local

Rather than estimating the full joint probability distrtimn -
connectivity and long cycles.

P(YY|GE), relational learning often enhances tractability

by making a Markov assumption: .
y maxing v asstmpt 4. Approaches and Techniques

P(y:|G) = P(ys|\Ny), 1 . )
here V. is th (yl ) héy |N)f o (h) 4.1. Local, Relational, and Collective Inference
where; is the set of “nei ors” of vertey; such that
P(y:|\;) is independent (?G — N, (e, PylN;) = A large set of approaches to the problem of network clas-

sification could be viewed as “node centric,” in the sense
Pluil). that the i i i

) _ ) y can be viewed as focusing on a single node at a
GivenV;, a relational model can be used to estimgte  time. For a couple reasons, which we elaborate presently,
Note thatV; (= N; N VY)—the set of neighbors af; it is useful to divide such systems into three components.
whose label values are not known—could be non-emptyone component, theelational classifier addresses the
Therefore, a simple application of the relational model mayguestion: given a node and the node’s neighborhood, how
be insufficient. However, the relational model may be usedshould a classification or a class-probability estimate be
to estimate the labels of = A; — N/X. Further, just produced? For example, the relational classifier might
as estimates for the labelsf” influence the estimate of combine local features and the labels of neighbors using
yi, the estimate of; also influences the estimate of the la- 3 najve Bayes model (Chakrabarti et al., 1998) or a logis-
bels of /. Thus, in order to simultaneously estimafé’  tjc regression (Lu & Getoor, 2003). A second component
various collective methods have been introduced, which weddresses the problem of collective inference: what should
discuss below. we do when a classification depends on a neighbor’s classi-

Many of the algorithms developed for within-network clas- fication, and vice versa. Finally, most such methods require
sification are heuristic methods without a formal proba-initial (“prior”) estimates of the values faP (y" |G*). The
bilistic semantics (others are heuristic methods with a for priors could be Bayesian subjective priors (Savage, 1954),
mal probabilistic semantics). Nevertheless, let us supposor they could be estimated from data. A common estima-
that at inference time we are presented with a probabilitgion method is to employ a non-relational learner, using
distribution structured as a graphical model—the networkavailable “local” attributes of; to estimatey; (e.g., as done

In general, there are various inference tasks we might bey Besag (1986)).

interested in undertaking (Pearl, 1988). We focus primaril \jewing network classification approaches through this de-
on Within'network, univariate classification: the Computa Composition is useful for two main reasons. First' it pro-
tion of the marginal probability of class membership of ayijdes a way of describing certain approaches that high-
particular node (i.e., the variable represented by the nodgghts the similarities and differences among them. Sec-
taking on a particular value), conditioned on knowledge ofgndly, it expands the small set of methods to a design space
the class membership of certain other nodes in the networkyf methods, since components can be mixed and matched
We also discuss methods for the related problem of comip ways different from those specified by their creators. In
puting the maximum a posteriori (MAP) joint labeling for fact, some novel combination may well perform better than
Voronly VY. the original; there has been little systematic experimenta

For the sort of graphs we expect to encounter in thdion along these lines (Macskassy & Provost, 2004).

aforementioned applications, such probabilistic infeeen | ocal and relational classifiers can be drawn from the vast
is quite difficult. As discussed by Wainwright and Jor- space of classifiers introduced over the decades in machine
dan (2003), the naive method of marginalizing by sum-jearning, statistics, pattern recognition, etc., andtéeén
ming over all configurations of the remaining variables isgreat detail elsewhere. Collective inference has received

intractable even for graphs of modest size; for binary clasmych less attention in all these fields, and therefore war-
sification with around 400 unknown nodes, the summationants additional introduction.
involves more terms than atoms in the visible universe. In-

ference via belief propagation (Pearl, 1988) is applicableCollective inference has its roots mainly in pattern recog-

g L : ition and statistical physics. Markov Random Fields
only as a heuristic approximation, because directed ver! . ’ ;
sions of many network classification graphs will contain(MRFS) (Dobrushin, 1968; Besag, .1974' Ge”_‘a”_& Ge-
cycles. man, 1984) have been used extensively for univariate net-

. . ) . work classification for vision and image restoration. In-
The alternative to heuristic (*loopy”) belief propagatisn  troductions to MRFs fill textbooks (Winkler, 2003); for

the junction-tree algorithm (Cowell et al., 1999), which gyr purposes, it is important to point out that they are
provides exact solutions for arbitrary graphs. Unfortu-the basis both directly and indirectly for many network

nately, the computational complexity of the junction-treec|assification approaches. MRFs are used to estimate the
algorithm is exponential in the “treewidth” of the junction
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joint probability of a set of nodes based on their imme-cal and relational classifiers, with relaxation labeling fo
diate neighborhoods under the first-order Markov assumpeollective inference. In their experiments, performing-ne
tion that P(z;|X/z;) = P(x;|N;), whereX/z; means all  work classification using the web-pages’ link structure-sub
nodes inX exceptr; and\; is a neighborhood functionre- stantially improved classification over using only the loca
turning the neighbors af;. In a typical image application, (text) information. Specifically, considering the text bét
nodes in the network are pixels and the labels are imagaeighbors generally hurt performance, whereas using only
properties such as whether a pixel is part of a vertical othe (inferred) class labels improved performance.

horizontal border. The ICM of Besag (1986) is a node-centric approach where
Because of the obvious interdependencies among the nod#® local and relational classifiers are domain-dependent
in an MRF, computing the joint probability of assignments probabilistic models (based on local attributes and a MRF),
of labels to the nodes (“configurations”) requires collec-and iterative classification is used for collective infexen
tive inference. Gibbs sampling (Geman & Geman, 1984)described above). Neville and Jensen (2000) applied naive
was developed for this purpose in the problem setting oBayes classifiers, and used a simulated annealing approach
restoring degraded images. Geman and Geman enforce thattheir iterative classification collective inference pee

the Gibbs sampler settles to a final state by using a simudure, where a label for a given node was kept only if the
lated annealing approach where the temperature is droppedlational classifier was confident about the label at a given
slowly until nodes no longer change state. We omit herghreshold, otherwise the label would be sentdl . By

the details of Gibbs sampling, discussing it in more detailslowly lowering this threshold, the system was eventually
elsewhere (Macskassy & Provost, 2004). able to label all nodes.

Besag (1986) noted two problems with Gibbs samplingAlso applying iterative classification for collective imfe
that are particularly relevant for machine learning a@plic ence, Lu and Getoor (2003) investigated network classi-
tions of network classification. First, the most common usedfication applied to linked documents (web pages and pub-
of Gibbs sampling in vision was not to compute the finallished manuscripts with an accompanying citation graph).
marginal posteriors, as required by many “scoring” appli-Similarly to the work of Chakrabarti et al. (1998), Lu and
cations, but rather to get final MAP classifications. SecondGetoor (2003) use the (local) text of the document as well
Gibbs sampling can be very time consuming, especially folas neighbor labels. More specifically, their “link-baseet r
large networks (not to mention the problems detecting confational classifier is a logistic regression model applied t
vergence in the first place). With his Iterated Conditionala vector of aggregations of properties of the sets of neigh-
Modes (ICM) algorithm, Besag introduced the notion of bor labels linked with different types of links (in-linksut
iterative classificatiorfor scene reconstruction. ICM was links, co-links). Various aggregates were consideredysuc
presented as being efficient and particularly well suited taas the mode (the value of the most often occurring neigh-
maximum marginal classification by node (pixel), as op-bor class), a binary vector with a value of 1 at ceflthere
posed to maximum joint classification over all the nodeswas a neighbor whose class label wasand a count vector
(the scene). where celli contained the number of neighbors belonging

Two other, closely related, collective inference techeigu to class:;. Intheir experiments, the count model performed
are relaxation labeling (RL) (Rosenfeld et al., 1976; Hum-P€st

mel & Zucker, 1983) and (loopy) belief propagation (Pearl,Node-centric methods also have been introduced for sim-
1988), introduced above. RL was originally proposed as le, univariate within-network classification (Bernstein
class of parallel iterative numerical procedures which usest al., 2002; Bernstein et al., 2003; Macskassy & Provost,
contextual constraints to reduce ambiguities in image-anal2003). Macskassy and Provost (2003; 2004) investigated
ysis. a simple univariate classifier, the weighted-vote relation
Graph-cut techniques recently have been used in vision rd1€ighbor (WRN). Node priors were instantiated simply by
search as an alternative to using Gibbs sampling (Boka\tpe m_%rg"_‘a' class frequencym thgtramlng_ data. Relation
et al., 2001); these in essence are collective inference prélassification was achieved by a simple weighted average of
cedures, and are the basis of a collection of modern mgh€ estimated class membership scores (“probabilitiés”) o
chine learning techniques. However, they do not quite ﬁlthe node’s neighbors. Collective inference was performed

in the node-centric framework, so we treat them separatelyid & relaxation labeling method similar to that used by
below. hakrabarti et al. (1998). This simple model performed

surprisingly well in large-scale empirical studies on avar

4.2. Node-centric Approaches , ety of data sets. The authors argue that the network struc-
Now, we can describe the essence of several prior Systémgre and known labels alone often allow this simple, uni-

simply by listing how they solve the problems of local clas-y4riate, classifier to be at least a strong baseline and more
sification, relational classification, and collective irfiece.  ,fen than one might think a strong classifier in its own
Chakrabarti et al. (1998) studied classifying web-pagesight.

based on the text and (possibly inferred) class labels ofpjg node-centric framework is presented in detail by Mac-
neighboring pages. Their system paired naive Bayes l0gyassy and Provost (2004) as the basis for NetKit-SRL, a
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Network Learning Toolkit for Statistical Relational Learn Joachims (2003) points out that the need to preprocess the
ing. NetKit implements the framework with modular mix- graph to avoid degenerate cuts (e.g, cutting off the one posi
and-match components. As discussed above, having sutive example) stems from the basic objective: the minimum
a modular system opens up the design space for networdf the sum of cut-through edge weights depends directly on
classification by allowing new combinations to be com-the sizes of the cut sets. He proposes to normalize for the
posed simply. Macskassy and Provost (2004) present atut size, and introduces a solution based on ratiocut op-
in-depth univariate study of various methods for network-timization constrained by the known labels, following the

only classification. unconstrained procedure proposed by Dhillon (2001) for
4.3. Graph Cut Methods and the Relationship to unsupervised learning. ) )
Transductive Inference Subsequently, Blum et al. (2004) point out that the min-

L " . cut solution corresponds to the most probable joint label-
Qne complication th|thm-nemarkclqssﬁmauon is that ing of the graph (taking an MRF perspective), whereas
in the same network the to-be-classified nodes are intelzg’ §iscussed earlier we often would like a per-node class-
mixed with nodes for which the labels are known. Much ,5papility estimation. Unfortunately, in the case we are
prior work on net\{vork learning and cla55|f|cat!qn assumes;onsidering—when some node labels are known in a gen-
that_aII the nodesin the.network must be classified, perhapg, g graph—there is no known algorithm for determining
having learned something from a separate, related networlese estimates. They also point out several other draw-
Pinning the values of certain nodes intuitively should bepacks including that there may be many minimum cuts for
advantageous, since it gives to the classification proeedury graph (from which mincut algorithms choose rather arbi-
clear points of reference. trarily), and that the min-cut approach does not yield a mea-
This complication is addressed directly by several lines ofsure of confidence on the classifications. Blum et al. ad-
recent work, by Blum and Chawla (2001), by Joachimsdress these drawbacks by repeatedly adding artificial noise
(2003), by Zhu et al. (2003), and by Blum et al. (2004).to the edge weights in the induced graph. They then can
In this work, the setting is not initially one of network clas compute fractional labels for each node corresponding to
sification. Rather, these techniques are designed to aldrethe frequency of labeling by the various min-cut instances.
semi-supervised learning in a transductive setting (VapAs mentioned above, this method (and the following) was
nik, 1998a), but their methods may have direct applicatiorintended to be applied to an induced graph, which can be
to certain instances of univariate network-classificafion designed specifically for the application. Blum et al. point
Specifically, they consider data sets where labels are giveaut that min-cut approaches are appropriate for graphs that
for a subset of cases, and classifications are desired forlzave at least some small, balanced cuts (whether or not
subset of the rest. They connect the data into a weightethese correspond to the labeled data), and furthermorre thei
network, by adding edges (in various ways) based on simimethod discards highly unbalanced cuts. So, it is not clear
larity between cases. whether it would apply to network classification problems

In the computer vision literature, Greig et al. (1989) such as fraud detection in transaction networks.

point out that finding the minimum energy configuration In the experiments of Blum et al., their randomized min-
of a MRF, the partition of the nodes that maximizes self-cut method empirically does not perform as well as the
consistency under the constraint that the configuration benethod introduced by Zhu et al. (2003). In the same trans-
consistent with the known labels, is equivalent to finding aductive setting, Zhu et al. treat the induced network as a
minimum cut of the graph. Blum and Chawla (2001) fol- Gaussian field (a random field with soft node labels) con-
low this idea and subsequent work by Kleinberg and Tardostrained such that the labeled nodes maintain their values.
(1999) connecting the classification problem to the prob-The value of the energy function is the weighted average of
lem of computing minimum cuts. They investigate how the function’s value at the neighboring points. The result
to define weighted edges for a transductive classifications a principled, independent development of the weighted-
problem such that polynomial-time mincut algorithms give voting relational neighbor classifier (Macskassy & Proyost
optimal solutions to objective functions of interest. Fer e  2004; Macskassy & Provost, 2003) discussed alfovke
ample, they show elegantly how forms of leave-one-outenergy function then can be normalized based on desired
cross-validation error (on the predicted labels) can be minclass priors (“class mass normalization”). Notably, they
imized for various nearest-neighbor algorithms, inclgdin ~ also discuss various physical interpretations, includamgy
weighted-voting algorithm. This procedure corresponds tadom walks, electric networks, and spectral graph theory.
optimizing the consistency of the predictions in particula For example, extending the random walk interpretation
ways—as Blum and Chawla put it, optimizing the “happi- to a telecommunications network including legitimate and
ness” of the classification algorithm. Of course, optimiz-fraudulent accounts, consider starting at an account of in-
ing the consistency of the labeling may not be ideal, forterest and walking randomly through the call graph based

example in the case of highly unbalanced class frequency—; . _ _
Experiments show these two procedures to yield almost iden-

2All these references induce graphs over initially non-grap tical generalization performance, albeit the matrix-biapeoce-
data by creating edges between examples. dure of Zhu et al. is much slower than the iterative wwRN.
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on the link weights; the node score is the probability thatway that RBNs extend Bayesian Networks. RDNs have
the walk hits a known fraudulent account before hitting abeen used successfully on a bibliometrics data set, a movie
known legitimate account. data set and a linked web-page data set, where they were
. . shown to perform much better than a relational probabil-
4.4. Using Node Identifiers ity tree (RPT) (Neville et al., 2003a) using no collective
As mentioned in the introduction, another unique aspect oinferencing. Gibbs sampling was used to perform collec-
within-network classification is thatode identifierssym-  tive inferencing. Similarly, Relational Markov Networks
bols for individual nodes, can be used in learning and in{RMNs) (Taskar et al., 2002) extend Markov Networks
ference. For example, for suspicion scoring in social net{Pearl, 1988). The clique potential functions used aredase
works, the fact that someone met with a particular individ-on functional templates, each of which is a (learned, class-
ual may be quite telling. Very little work has incorporated conditional) probability function based on a user-spedifie
identifiers, because of the obvious difficulty of modeling set of relations. Taskar et al. (2002) applied RMNSs to a set
with very high cardinality categorical attributes. Favicet of web-pages and showed that they performed better than
and Provost (1997) and Cortes et al. (2001) describe thether non-relational learners as well as naive Bayes and lo-
use of identifiers (telephone numbers) for fraud detectiongistic regression when used with the same relations as the
To our knowledge, Perlich and Provost (2006) provide theRMN. Loopy belief propagation was used to perform col-
only comprehensive treatment of this topic, which couldlective inferencing.

benefit from further research. Associative Markov Networks (AMNs) (Taskar et al.,
4.5. Beyond Univariate Classification 2004) is another extension of Markov Networks, where

auto-correlation of labels is explicitly taken into accaun

Several recent methods apply to Iegrning in network_ed dataa\iNs extend thegeneralized Potts mod@Potts, 1952) to
beyond the homogeneous, univariate case on which mogjjoy different labels to have different penalties. Exact i
of this survey focuses. Conditional Random Fields (CRFS}arencing in AMNSs is formulated as a quadratic program-

(Lafferty etal., 2001) are random fields where the probabilysing problem for binary classification and can be relaxed
ity of a node’s label is conditioned not only on the labels of s, murti-class problems.

neighbors (as in MRFs), but also on the entire observed at- . .

tribute dataX. CRFs were applied to part-of-speech (POS)Neville and Jensen (2005) proposed using latent group
tagging in text, where the nodes in the graphs representdg®dels (LGMs) to specify joint models of attributes, links,
the words in the sentence, connected by their word Orde@_n_dgroqps Shared_ member_sh|p In groups such as commu-
The labels to be predicted were POS-tags and the attribu ties with shared interests is an important reason for-simi

of a node was the word it represents. The neighborhood dfity @mong interconnected nodes. Inference can be more
a word comprised the words on either side of it. effective if these groups are modeled explicitly, as shown

. . .. by Neville and Jensen.
Relational Bayesian Networks (RBNs, a.k.a. Probabilis-

tic Relational Models) (Koller & Pfeffer, 1098; Friedman 1hese methods for network classification use only a few
et al., 1999; Taskar et al., 2001) extend Bayesian netof the many relational learning techniques. There are many

works (BNs (Pearl, 1988)) by taking advantage of the fact™0re: forexample fromthe rich Iiteratu_re of inductive logi
that a variable used in one instantiation of a BN may re-Programming (ILP) €.g. (Flach & Lachiche, 1999; Raedt

fer to the exact same variable in another BN. For exam&! @l 2001; Dzeroski & Lavrac, 2001; Kramer et al., 2001;

ple, the grade of a student depends upon his prc)fessoﬁ_z,ichardson & Domingos, 2006)), or based on using rela-

and this professor is the same for all students in the clasglonal database joins to generate features (e.g. (Perlich &
Therefore, rather than building one BN and using it in PrOvOSt, 2003; Popescul & Ungar, 2003; Perlich & Provost,

isolation for each entity, RBNs directly link shared vari- 2006)).

ables, thereby generating one big network of connected er]; S

tities for which collective inferencing can be performed. 2- APplication: _

For within-network classification RBNs were applied by Suspicion Scoring in Social Networks

Taskar et al. (2001) to various domains, including & datgyne problem of current interest for within-network clas-

set of published manuscripts linked by authors and citagjfication is suspicion scoring: ranking people in a so-

tions. Loopy belief propagation was used to perform thegig| network by their estimated likelihood of being mali-
collective inferencing. The study showed that the PRM perq,s (Macskassy & Provost, 2005a; Macskassy & Provost,
formed better than a non-relational naive Bayes classifieéoo5b)_ According to a recent Time magazine cover story
and that using both author and citation information in CON-(symmarized by Tumulty (2006, May 22)), the National
junction with the text of the paper worked better than USingSecurity Agency has aimed to create a huge database of
only author or citation information in conjunction with the o telephone calls made within the U.S. for the purpose of
text. identifying potential terrorists. Polling shows that thit-c
Relational Dependency Networks (RDNs) (Neville & zenry generally approves. These data provide an absolutely
Jensen, 2003; Neville & Jensen, 2004), extend deperfiuge, explicit social network. Assigning a variable such as
dency networks (Heckerman et al., 2000) in much the sama maliciousness index defines a within-network (univari-
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ate) classification problem. The problem is in principle | 1. Acquire information on all entities initially known
directly analogous to the network approaches to fraud de to be malicious.

tection described earlier, and is similar to suspicionisgpr 2. Generate suspicion scores for all entities with [un-

for other law enforcement applications. known scores.
In this section, we describe an application of suspicion 3. Get information on the top entities not yet queried
scoring in networks of people (entities), linked by com- (k = 50 for this case study).

munications, meetings, or other associations (e.g., bein
in the same vicinity at the same time). We demonstrate 5
within-network classification using the weighted-voterel
tional neighbor classifier, which explicitly assumes tinat t
(social) network exhibits the simple-yet-ubiquitous jgrin
ple of homophily (Blau, 1977; McPherson et al., 2001)—
social science research has shown repeatedly that a person
is more likely to associate with people who share similar
interests or characteristics. We extend the techniques de- 2This is different from the original study in (Macskassy| &
scribed above for fraud detection by propagating suspicionProvost, 2005a), where we always stopped afteRti& itera-
through the association network using relaxation labelingtion. See Section 5.3.

(Rosenfeld et al., 1976; Hummel & Zucker, 1983).

Furthermore, we highlight an interesting twist to the prob-
lem of network classification. The aforementioned NSA qjations for entitys” have uniform cost, and return links

program notwithstanding, it often is costly to acquire i gther known entities plus, potentially, links to curfgnt
knowledge of the links between individuals—especially ynknown associates. The acquisition strategy used for this
between malicious individuals. ~ Costs correspond tocase study is shown in Table 1; itincrementally acquires ad-
surveillance, subpoenas to gather data, political falud  gitional information—associations and possibly unknown

so on. However, gathering data in a focused manner mayggqciates—about the currently most-suspicious entities
improve classification substantially. So, an importanbpro

lem associated with network classification is: if we have a5.3. Score-based Evaluation

budget for_arl)cquwmg data on network linkage, how shouldytice that the data acquisition methodology outlined in

we spend it Table 1 keeps querying for more data until all entities that

5.1. Case Study are connected only to “known” malicious entities have been
i . gueried against. This is due to a scoring anomaly that was

Using data from a Department of Defense simulator (deygentified during an evaluation of an earlier methodology

scribed below), we evaluate whether a stra|ghtforward(MacskaSSy & Provost, 2005a), which was rectified in a

network-classification method, the weighted-vote Relajgter study (Macskassy & Provost, 2005b). We refer the
tional Neighbor algorithm (described above) can rank entiyesder to this later paper for further details.

ties accurately by suspicion: Are the highest-scoring-enti

ties predominantly malicious? The case study assesses: (1} the original study, the system is evaluated using two met-
the initial rankings, (2) the improvement as more informa-''cS: The firstis the Area Under the ROC Curve (AUC),

tion is acquired, and (3) how sensitive the rankings are tdVhich is equivalent to the Mann-Whitney-Wilcoxon statis-
the initial “knowledge” of maliciousness (i.e., how much - The AUC computes the probability that a randomly se-
noise/error can be tolerated). lected malicious entity would be given a higher suspicion

o ] ) . score than a randomly selected benign entity.
For collective inferencing wvRN uses relaxation labeling. , , o )
This requires initial suspicion estimates to bootstrap the! '€ S€cond metric, which we use in this study, is the frac-

inference. We initialize suspicion scoresitdor initially ~ ton of the top-100 highest-scoring entities that truly are
“known” malicious entities (and freeze them) amd1 for malicious. This evaluates the system under the assumption

the rest. If we had had knowledge of truly benign entities that an intelligence analyst will consider only the highest

we would have initialized (and frozen) those scoreg.to ~ Scoring entities for possible further investigation. Floe t
analyst's processing capacity we chose 100 cases fairly ar-

5.2. Data Acquisition bitrarily (based on brief discussions with domain experts)

As mentioned above, it is possible to augment the aSSOCEor this evaluation, we disregard scores that are maximal-
ation network at a cost. Specifically, the application set-Py-construction; specifically, we remove from considera-

ting stipulates that there are secondary data that can gipn entities for which the secondary data have not yet been

queried at a cost. Queries of the form “give me all asso-dueried:

Tckataprovided by the telephone companies reportedly arg'4' Data

only the call detail records, not any information on the camim  There are many varieties of intelligence data—no single
cating parties. comparison of classified and synthetic data will be com-

Q
N

. Generate new suspicion scores.

. Repeat steps 3 and 4 until some stopping criterion is
met (in this study: either when all entities in the data
set have been queried against or when we have run
at least5 iterationsandhave queried against all en-
tities who are only connected to “known” malicious
entities?)

Table 1.Data Acquisition algorithm.
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World Parameters Primary Data
Data set Size | Number malicious| Size | True malicious| False malicious| Noise
5057 1011 274 497 101 0 | 0.000
5069 9907 2893 | 7374 520 0 | 0.000
5058 100301 7350 | 40316 886 189 | 0.176
5046 13236 1484 | 4212 143 52 | 0.267
5056 1022 300 510 99 218 | 0.688
5050 1008 316 692 103 336 | 0.765

Table 2.Characteristics of synthetic data sets, sorted and “giuipg noise. In the World Parameters, Size refers to the nurabe
entities in the true synthetic world and Number malicioden®to the total number of truly malicious entities. In thénfary Data,
Size refers to the number of entities known initially; Truelitious refers the number of entities tagged as “maliciouso truly were
malicious in the world and False malicious refers to the nemab entities falsely tagged as “malicious”. The error iNeise) of these
labelings ranges from none (0) to very high as seen in thetmogroup of data sets. Note that step 1 in Table 1 above musy the
secondary database for information on all “false malici@sswell as all “true malicious” entities.

prehensive. The data we use for this case study were geh-5. Results
erated by a flexible simulator as part of a DoD program to
assess the feasibility of large-scale information systems
help identify terrorists. The synthetic data generatedisy t

In order to address how noise affects performance, we
group the data sets into three categories: no noise

simulator are moderately sized examples of structured da 2057,5062), low to moderate noise (5046, 5058), and very

; i . - igh noise (5050,5056).
representing terrorists and benign entities who are canduc _ _
ing activities over an extended period of time. The data aré©r an analyst, knowing that the system can achieve an
contained wholly in a single data source (although costlyAUC of 0.9 does not necessarily mean that the system is
secondary access is simulated) and are self-consistént, néiseful. Although the system, in general, will rank suspi-
ther of which is reliably true of classified data. However, Cious entities higher, when considerib@)00 entities, the
the data do replicate a range of noisy and poorly observet®P 100 could potentially be primarily benign with the next
activities, and the entities are intentionally obscuresito- 900 being primarily malicious. Albeit unusual, this would
ulate lack of knowledge, obfuscation, poor data-entry pracachieve a relatively high AUC, but not be very useful for
tices, multiple identities, etc. Nonetheless, we do ndtla analysts who only have time to look at a select few entities.

that the data fully replicate the limitations of actual dataUsuaIIy for rankings such as suspicion scorings, the den-
collection, aggregation and enrichment that the intefiige ~ sity of entities of interest is highest at the very top of the
community routinely experiences. The data sets we usfist, especially if the scores are estimated probabilities
were generated for the purposes of DoD program evaluamembership in a class (e.g., malicious entity), and so the
tion. We did not create data sets ourselves for this study. top of the list contains the entities with the highest esti-
One run of the simulator generates three databases: mated probabilities of being suspicious. For a given AUC
value, how dense one expects the top of a ranking to be
1. “primary” data that are known ex ante. These oftendepends primarily on the marginal probability of entities
are sparse and may contain partial (or no) informatiorpf interest in the data (this and related issues are treated
on any particular entity or group; in detail elsewhere (Provost & Fawcett, 2001)). An AUC
of 0.9 may haved9 truly malicious entities in the top00
2. “secondary” data consisting of information that only highest-suspicion entities, or it may haiM@ In either case,
can be acquired by querying (theoretically at a costlthe system may be useful to an analyst, depending on the
to get information on a particular entity; application and how the ranking will be used (e.g., as a

_ o primary basis for action versus as an alternative source of
3. “truth” data, for evaluation, consisting of what really evidence to augment existing practi®es

happened in the world. To illustrate the effectiveness of the scorings for theda da

gets for a particular threshold, we analyze the number of

The first two databases together reflect what possibly cal o o - .
ruly malicious entities at the top of the suspicion ranking

be observed. They are potentially corrupt and contain onl
a subset of the complete truth. Further, the data never giv. we Ioo_k across t.h.el7 data sets, we can ask how many
hard evidence that an entity is benign, and therefore w&Uly malicious entities are among the top0 most suspi-
only “know” about some malicious entities—those who are®'°US-

known to belong to one or more terrorist groups. Some-Table 3 shows the results for tlfedata sets, grouped by
times this knowledge is wrong. We evaluate the suspiciortheir noise level. The evaluation starts at Iteration 3 beea

_srg(t)):gwgsonﬁ data sets whose characteristics are shown i SFor example, White and Fournelle (2005) show that an early

version of our suspicion scores are an effective prefiltetteir

5We evaluated 7 data sets in the original study. Thesarea ~ CAPRE analysis system for link discovery.

representative sample of the results reported there.
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[terafion 5.7. Final Remarks
Datal 3 4 5 10 15 20 Last . . -
No 5057|109 21 63 100 100 100 100 We described and evaluated a guilt-by-association system
Noise [5069|25 60 95 100 100 100 100 for generating suspicion scores based on entities’ known
Moderate 5046| 8 22 43 87 98 100 100 associates. The system is notable for several reasont. Firs
’;l-l?gljshe gggg 3‘; ég g% % gig 94 % it is able to generate remarkably good rankings even when
Noise |5056/28 27 42 16 28 - 39 very few entities are known to be malicious. Second, it can

be relatively robust even to moderate noise in these prior
labels. Third, it works remarkably well considering that
Table 3.How many truly malicious entities were in the tOp 100 it Only uses prlor labels and the network, but no prof”'ng
at iteration 3 because that is the first iteration in which \eeeh perform focused data acquisition of suspicious entitias, b
scores for queried entities that were not initially “knowritera- also to further improve its ranking—and in the process it

tion 3 therefore only contains0 entities. Further, all high noise  ften learns about suspicious entities that were not Ilyitia
data sets were so small that they stopped at iteration in the database

: : iy . Toolkits and benchmark data sets
Iterations 1 and 2 do not yet contain scores on entities tha@

have been queried and are not part of the “known” entities6.1. Toolkits

Iteration 3 is therefore based only on igentities which  \ye are aware of three publically available relational learn
have been queried after the initial querying of all *known” i systems; all of which can be used for classification of
entities. Iteration 4 contairi)0 queried entities and S0 on. patworked data.

The table shqws quan_titatively that _in thg no-noise groupajchemy is a software package providing a series of al-
we get very high density already at iteration 5, and perfecyqrithms for statistical relational learning and probistiit

tion at iteration 10. We_see a similar behavior for the mOd'Iogic inference, based on the Markov logic representation
erate data sets, where iteration 10 already has very good 3fRichardson & Domingos, 2006).

curacy for the of the data sets, and nearly perfect accurac

on both data sets by the last iteration. Finally, we see in th&etKit-SRE is a toolkit especially designed for network
very large noise group that by the final iteration the system€@/ning (Macskassy & Provost, 2004). Itis fully integrate

has very few malicious entities in the top0. This may be ~ With the Weka machine learning toolRitand has a plug-

expected for relational-neighbor inference, since moseth @nd-play architecture allowing a user to easily select any
half of the “known” malicious entities actually are benign. non-relational classifier, relational classifier and iefere

method for network classification.

5.6. Limitations Proximity!® is an open-source system for relational knowl-
The approach we described here has notable limitation®dge discovery including methods such as the Relational
We have assumed substantial prior knowledge: of entitiesBayes Classifier (Neville et al., 2003b), Relational Proba-
of links between them, of maliciousness. We have showrbility Trees (Neville & Jensen, 2003) and Relational De-
some robustness to the knowledge of maliciousness, bytendency Networks (Neville & Jensen, 2004).

have not systematically explored robustness along other di
mensions. Moreover, collecting the data to build such -2 Benchmark data sets
network is a considerable effort, and it would make sens&hree publically available benchmark networked data sets

to consider network construction in tandem with the systerrhave often been used for machine learning research

that would make use of the network. The WebKBdata set (Craven et al., 1998)consists of
Relatedly, we have considered network-based suspiciogets of web pages from four computer science departments,
scoring in isolation. In reality, network-based scoring with each page manually labeled irft@ategories: course,
would be one source of evidence, combined for examplelepartment, faculty, project, staff, student or other.

with “profile”-based scoring. We conducted a preliminary rpe corA? data set (McCallum et al., 2000) comprises
Investigation into augmenting the scoring by setting aiti computer science research papers. It includes the full cita
priors based on uncertain-but-better-than-random knowlg; - graph as well as labels for the topic of each paper (and

edge (as from a profiling system). We found that priorsy i ntiall b- and sub-sub-topi
had little-to-no effect due to the algorithm’s dominance bypo entially sub- and sub-sub-topics).

the scores propagated from the static labels (Macskassy & 7http:/www.cs.washington.edu/ai/alchemy/
Provost, 2005a). This is a problem which can affect many http:/mww.research.rutgers.edursofmac/NetKit.htm
collective inference techniques. In retrospect, it appear °http://www.cs.waikato.ac.nz/"mliweka
necessary to integrate closely the use of profiling informa- “Onttp:/ikdl.cs.umass.edu/proximity/

tion with the network scoring (Cf (Macskassy & Provost I The WebKB-ILP-98 data set is the one commonly used. It islalvke at
i ' http://lwww.cs.cmu.edu/"webkb/

2004)). This issue is likely to affect many collective infer —12py5ijable athttp:/www.cs.umass.edurmecallum/code-data.html
ence techniques and needs to receive more attention.
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Networked data from thelnternet Movie Database Flach, P. A., & Lachiche, N. (1999). 1BC: A first-order Baias
(IMDb)13 have been used to build models predicting movie classifier.Proceedings of the Ninth International Workshop on
success based on box-office receipts (Jensen & Neville, /nductive Logic Programming (ILPJpp. 92-103). Springer-

) Verlag.
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